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The 
GDPR

(General  
Data Protection 

Regulation)

IN 15 WORDS
A new law regulating  
the use of personal data  
of five hundred million  
EU-based people

IT APPLIES TO
Any organisation, 
inside or outside the 
European Union, from 

PENALTIES
Fines up to €20m, 
or 4 per cent of 
global turnover

AFTER BREXIT
More than 300,000 businesses  
in the UK deal with EU residents’ 
data. The GDPR will continue to 
apply to all of them

PRIVACY POLICIES
Now need to  
include 13 items  
of information

72 HOURS
To report a  
cyber security 
breach



INTRODUCTION
THE NEED FOR A COMMON STANDARD
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I
n general, what we’re looking at 
here is not state protection of data 
so much as the establishment of a 

principle: that if you want to give 
someone your personal data, then you 
decide to do so actively, by giving your 
consent or forming a contract that 
includes that decision.

In recent years, it’s very often been 
the case that we weren’t asked or 
informed to give consent to having our 
data processed. It just happened, when 
we bought a product or we agreed to use 
a service with certain terms. At the 
same time, people have lost trust that 
their personal details are protected in 
the right way. This trust needs to be 
restored.

That’s what the GDPR framework is 
intended to achieve, not only because 
consumers’ expectations have been 
undermined, but also because there 
have been so many different 
interpretations and standards that 
companies, too, have been uncertain 
about the legality of what they were 
doing. The main objective in developing 
this regulation was to make the 
standards that protect consumers and 
their data on the one side more 
enforceable in the online environment, 
and also on the other side to create legal 
certainty and a level playing field for 
companies.

It’s not true to say that there will be 
more obligations to fulfil as a result of 
the GDPR. I would say, rather, that we 
reduced many obligations – we replaced 
28 different standards in a single market 
with one legal standard. There are also 
certain provisions that are now more 
flexible, making businesses more 
responsible for themselves. And for 
individuals, you can always agree to do 

The German MEP 
Jan Albrecht has 
been instrumental 
in the development 
of the GDPR. 
Here, he explains 
why Europe – and 
the world – needs 
a unified data 
protection standard

Privacy is good for 
us all – businesses 
and individuals

whatever you want with your personal 
data. But you should give thought to 
what is happening when your personal 
data is exposed somewhere, because 
if we don’t think about that, we lose 
control, as consumers and as citizens. 
The GDPR brings transparency, with 
more easily understandable text – 
standardised symbols may even be used 
in the future. This makes consent much 
more meaningful, because it’s 
informed.

The GDPR is also a very good 
example of how European legislation 
can continue to protect the rights and 
interests of British citizens, and also the 
opportunities for British businesses to 
act in a common market, where they 
can trust that have to follow a coherent, 
unified set of laws. I hope that the 
GDPR will be part of UK law in the 
future, so that there can be a unified 
digital market across Europe after 
Brexit.

Ultimately, the goal is to have a global 
standard of data protection, but this is  
a long way off. There are many 
countries in the world that don’t share 
how much we value privacy. But there 
are countries that have already adopted 
the same data protection standards as 
Europe in their national law. Many 
others are debating the inclusion of 
similar standards.

Companies around the world are 
deciding that their technical measures 
and their in-house privacy measures 
will have the same standards as the new 
GDPR because they know that if they 
are fine with this very robust standard, 
which applies to the biggest single 
market in the world, then they will be 
fine everywhere. So it’s a simple 
decision for a business to ensure they’re 
on the safe side. For many of them it’s a 
competitive advantage, because it sets 
a standard that consumers will value 
when making decisions.

We hope that by acting as the biggest 
single market in the world, we’ll be able 
to set a global standard that will benefit 
all our businesses and our consumers.
Jan Albrecht is the European 
Parliament’s rapporteur on the General 
Data Protection Regulation and the 
EU-US data protection framework 
agreement
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I
t is the modern paradox: we live in 
a world of near-perfect 
information, yet we are surrounded 

by uncertainty. The perceived clash 
between the constantly evolving 
digital economy and our privacy is at 
the heart of much of that uncertainty. 
In Europe, the General Data Protection 
Regulation (GDPR) – adopted in April 
2016 and fully applicable from May 
2018 – has tried to address that 
challenge, but in doing so, it has 
created a strict and complex 
framework.

And then we have Brexit. The UK 
government faces an unprecedented 
set of political, legal and economic 
decisions. Its “to-do” list is 
overwhelming, not least because of the 
dramatic implications that each of the 
items on the list will have for the 
future of the country and indeed the 
world. And speaking of the world, the 
global nature of digital data makes it 
particularly challenging for 

governments, business and individuals 
to get the balance between use and 
protection right. But there is light at 
the end of the tunnel.
The bright side of the GDPR

One of the GDPR’s virtues is that it 
allows multinational companies to 
follow a uniform set of rules, no matter 
where they operate. Linked to this is a 
new system of supervision and the 
“lead authority” concept. If all of 
Europe’s data protection authorities 
are able to trust each other – and there 
is no reason why they shouldn’t – it 
will be possible for multinational 
businesses to benefit from a much 
greater level of supervisory consistency 
than ever before.

Perhaps the most positive feature of 
the GDPR from a business perspective  
is the so-called “risk-based approach”. 
This means that while the rules are the 
same for everyone, their application 
will vary, in practice, depending on the 
level of risk that a given data activity 
presents for people’s privacy. In other 
words, many of the obligations in the 
GDPR do not work like an on/off 
switch, but more like a dimmer that 
allows for different degrees of 
intensity. This could be regarded as a 
weakness and another source of 
uncertainty, but in practice the 
risk-based approach is what will make 
the GDPR not only effective, but fair.

The Brexit dilemma

Regulating the digital economy to 
maximise its potential, safeguard 
consumers and turn it into a much-
needed catalyst for growth requires 
careful thought. In the current political 
climate, it is not inconceivable that the 
UK government would reject anything 
seen as business-constraining red tape 
from Brussels. A temptation may be to 

In a world in which data is key 
to prosperity, governments and 
businesses must adopt effective 
data privacy practices, writes 
Eduardo Ustaran, partner at 
Hogan Lovells

Reaping the  
benefits of data  
and privacy

Multinationals 
can now follow 
a uniform set 
of rules
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apply this thinking to anything to do 
with data protection law – an area 
which has mistakenly been seen as an 
impediment in the past. But in doing 
so, there is a real risk that a government 
opposed to perceived interference 
could throw the data protection baby 
out with the deregulated bathwater.

Countries around the world, with 
different societal values and legal 
cultures, are actively adopting data 
protection laws with a growing 
convergence of approach. Practical, 
economic necessity dictates that the 
UK should not distance itself from this 
trend. Should the UK adopt the GDPR 
as its own law, ignore it, or do 
something in between? This is a crucial 
policy decision that the government 
should make without interference 
from its own Eurosceptic instincts.

There is one clear, practical reason 
for the UK not to shun the GDPR: the 
risk of becoming an “inadequate” 
jurisdiction for data originating from 
the EU. For guidance on whether to 
align itself with European data 
protection standards, the UK 
government should listen to the many 
UK businesses that have sought 
success in our inherently 
interconnected world by upping their 
privacy and data protection practices to 
gain the trust of their customers in a 
global marketplace. At the same time, 
the government should also look at 
what kind of framework is better 
designed to protect its citizens’ 
information and uphold their rights.

A land of opportunity

So how can we get data privacy right? 
The government must find a 
responsible and effective form of 
regulation, bearing in mind that this 
information is global and increasingly 
valuable. Businesses will be best 
advised to carry on with their plans to 
comply with the GDPR because either 
the UK will still adopt it as its 
framework, or UK companies will need 
to meet EU standards in order to 
receive data originating from the EU. 
Ultimately, citizens have much to gain 
because our information will always be 
valuable and with the right level of 
protection, we are set to benefit the 
most.

THE VIEW FROM WESTMINSTER

I
t’s a cliché, but it’s true: we are 
living through a digital 
revolution. Whether that 

manifests itself as farmers using GPS 
to guide tractors or small firms going 
global on Etsy, kids friending each 
other online or their parents looking 
to Mumsnet for advice, there is no 
part of our economy or society that is 
not touched by digital technology. 
And data is the lifeblood of our 
digital economy, providing 
the enabling factor that allows all of 
its products and services to run.

I consider myself a tech evangelist. 
Before I went into politics I had 
what my constituents still call a 
“proper job” – as a chartered 
electrical engineer. I regard 
technology and politics as the twin 
engines of progress. Like anything 
technology provides, data can be 
used to empower people – if used in 
the right way. Data can bring better, 
more responsive and personalised 
products and services. And the next 
big digital revolution, the Internet of 
Things, runs on data and has the 
potential to change our lives more 
than anything since electricity.

But without the right protections, 
we lose the progressive potential of 
the digital world. The reality of the 
digital economy is that information 
on people is the fastest-growing 
commodity by value. Protecting 
people’s data is the first step for 

preventing people being turned into 
products. We want data to empower 
people, rather than taking away  
their control.

A European framework is 
necessary for this. We live in an 
increasingly interconnected world, 
where people and businesses exist 
across national borders. International 
co-operation is key. The General 
Data Protection Regulation was a 
much-needed update to the UK’s 
data laws. The whole framework 
reflects changes in technology and 
the way organisations collect 
information about people.

I’ve yet to hear a coherent plan 
from the government for Brexit. Yet 
this is one area where we cannot 
falter. We are the largest digital 
economy in Europe; British people 
must have confidence in the digital 
economy, and that confidence must 
be secured by government. We must 
be proactive about our data 
framework.

Last week I was in Rome talking to 
sister parties such as Germany SPD , 
Sweden’s SAP and Italy’s PD on the 
digital agenda. We agreed we need a 
public debate on data and a legislative 
framework with some basic 
principles empowering consumers, 
citizens and employees. Without 
that framework, the future will still 
be digital – it just won’t be 
progressive.

Chi Onwurah MP, 
shadow minister 
for culture and the 
digital economy, 
says governments 
must help citizens 
have faith in the 
power of data
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What does 
progressive data 
protection look like 
in the private sector?
Elizabeth Denham,  
UK Information 
Commissioner

Businesses benefit from the wealth  
of data generated in our digital society. 
Whether data helps develop new 
products and services, improve or 
personalise existing ones, or increase 
revenue through better targeted 
marketing, the system relies upon 
consumers being comfortable with 
sharing their information.

 Every year the ICO conducts 
research known as our Annual Track. 
Our most recent survey alarmingly 

We asked some of the UK’s leading 
figures in data protection law to 
answer key questions that will 
affect everyone

What the  
experts say

TURNING UNCERTAINTY INTO OPPORTUNITY
WHY DATA PROTECTION MATTERS

a successful digital economy. A 
progressive data protection regime 
provides equivalent and trusted 
frameworks, protects and assures 
rights, and enables growth. Business, 
governments and regulators need to 
continue to work on building global 
bridges between nations and regimes. 
Modern data protection needs 
flexibility; it needs to move with the 
times, take new technologies into 
consideration but should always be 
underpinned by the overarching 
principles of information rights, 
transparency and accountability.
The ICO has a key role to play in data 
protection. You can find out more about 
our work and the laws we regulate on 
our website: ico.org.uk

What are the 
business benefits  
of data protection?
Kirsten Mycroft 
(pictured) and  
Susan Grace, Lloyds 
Banking Group
Data protection is integral to success  
in today’s digital economy. Businesses 
that get data protection right can take 
advantage of evolving technologies to 
deliver more innovative products and 
services to their customers in a faster, 
more engaging and secure manner. But 
businesses that get it wrong risk falling 
foul of legislative, regulatory and 
contractual requirements and suffering 
reputational damage, customer 
attrition, operational disruption and 
financial penalties. For highly 

found only one in four people trust 
businesses with their data and that if 
companies don’t provide people with 
the tools to take control of personal 
data, they will do it themselves.

 Our work reveals the same issues 
over again, that data protection 
safeguards matter to the consumer and 
so does trust. They reflect the ICO’s 
philosophy that building privacy into 
your systems from the beginning will 
build trust and confidence in your 
customers. Progressive data protection 
is about meeting the needs of 
consumers and the challenges of the 
digital age. It’s about mutual respect 
between consumers and business.

Failing to keep data secure, collecting 
information you do not need, denying 
consumers appropriate control over 
their data, and relying upon hidden 
terms and conditions – which are 
subsequently brought to the surface by 
the media – are all sure fire ways to see 
businesses losing consumer trust.

Building trust and progressive data 
protection involves giving the 
consumer control of their own 
personal data and the confidence that 
businesses not only know what they 
are doing but are actively taking action.

Having the right legal and regulatory 
environment which gives consumers 
confidence that they can live and 
transact safely online, and gives 
businesses confidence about what they 
need to do to comply, is key to ensuring 
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regulated sectors in which 
organisations process more sensitive 
types of personal data, the stakes are 
higher – corporate trust built up over 
many years can be destroyed by one 
data protection breach.

An effective data protection 
framework is one that: 1) benefits 
business, customers, employees and 
society generally; 2) is not viewed as a 
“tick box” compliance exercise but 
focuses on the data subject’s interests 
and is tailored to the industry sector; 3) 
addresses data protection threats across 
the supply chain; and 4) finds a balance 
between innovation and regulation.

As a minimum, customers expect 
businesses to be transparent about how 
and why their personal data will be 
processed and have to be confident that 
their data will be appropriately 
protected. Where businesses want to 
encourage their customers to share 
more personal data on a voluntary basis 
(say, to facilitate the offering of more 
personalised, tailored products and 
services), they will also need to offer a 
compelling value proposition (for 
example, valuable insights, helpful 
tools, reward schemes or discounts). A 
strong data protection framework 
helps create trust in a brand that will 
retain and also attract new customers 
and investors – ultimately of 
commercial benefit to the organisation.

Information and cyber security 
measures implemented as part of a data 
protection framework deliver tangible 
benefits to consumers, business and 
wider society in the form of reduced 
fraud/identity theft and disrupting 
terrorist financing or other criminal 
activity. However, these measures need 
to be proportionate and balanced with 
the rights and freedoms of individuals.

Incorporating data protection 
requirements into technology 
solutions and operational processes 
from the outset (“Privacy by design”) 
offers businesses the opportunity to 
innovate securely, accelerate their 
business activities and provide 
customers with faster, more 
convenient customer journeys in a 
compliant manner, for example, digital 
banking improvements.

If personal data is processed 

transparently and compliantly, it can 
offer benefits to wider society, for 
example personal health monitoring, 
medical research breakthroughs, 
financial and community related 
statistics and trends.

With the incoming General Data 
Protection Regulation which 
strengthens individuals’ data 
protection rights, having a robust  
data protection framework in place  
will be crucial.

Why is privacy  
a global issue?
Julie Brill, former  
commissioner of  
the US Federal Trade 
Commission, partner 
at Hogan Lovells
With every technology breakthrough, 
from the internet to smartphones 
to the cloud, comes new ways to share 
information across borders. Our 
tweets, chats, snaps, and texts know no 
boundaries. Public figures and private 
citizens alike live in a new reality where 
their photos and personal details can 
spread to millions of people within 
hours. But privacy is a global issue not 
just because photos can go viral. 
Privacy has shaken both sides of the 
Atlantic because of the revelations 
concerning the astonishing amounts of 
data are now being collected, used, and 
shared behind the scenes, by 
governments as well as companies. 
Policymakers are playing catch-up in 
designing regulatory frameworks for 
this new reality.

Humanity created 4.4 zettabytes of 
data in 2013 and this number is 

expected to rise to 44 zettabytes by 
2020. To put this in perspective, it is 
estimated that all human speech ever 
spoken would amount to about 42 
zettabytes. The critical question for 
privacy advocates, legislators, and 
companies around the world is how to 
ensure that we can realize the benefits 
of this data without sacrificing privacy 
and personal freedoms.

There is no simple answer to this 
question. But, we are seeing at least 
some convergence in solutions to 
privacy concerns in various countries. 
Take, for instance, the differences 
between the United States’ and 
European Union’s approaches to 
regulating the privacy practices of 
commercial entities. The meme, 
particularly in Europe, is that these 
differences are extensive: the United 
States has a patchwork set of federal and 
state rules with a focus on financial, 
health, children’s data, whereas Europe 
has – or is developing – a single 
comprehensive law that details the 
privacy protections provided to 
individuals. The reality is not nearly so 
stark, as the underlying principles of 
privacy protections are the same on 
both sides of the Atlantic.

Both regulatory frameworks 
emphasise requiring that consumers 
be informed of a company’s data 
collection and use practices and require 
data collectors to adhere to these 
representations. And, when the EU’s 
new privacy law takes effect in 2018, 
both systems will require companies 
that hold personal data to protect the 
data and to notify individuals in certain 
cases when their data has been 
compromised.

Much work still needs to be done to 
bridge gaps between our country-
specific approaches. One strong bridge 
has recently been built: the Privacy 
Shield Framework for cross-border 
transfers between the EU and US. This 
represents a good start to the central 
task at hand: developing ways to 
celebrating the vital role that data plays 
in our everyday lives as both citizens 
and consumers, that allow us to enjoy 
the benefits of the flow of information 
while ensuring that our personal 
information is protected.
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