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 L
ast month, journalists at the New York Times began collecting images from a 
publicly accessible camera on the roof of a restaurant in Midtown 
Manhattan. After gathering one day’s footage, the team employed Amazon 
Rekognition, an online service that uses artificial intelligence (AI) to match 
faces from different images, to see if they could put names to the 2,750 

pictures they had collected. To the concern of local workers, they found that it 
worked, even from a partial image or a steep angle. For around $60 (£46), the system 
was able to identify large numbers of people without their knowledge or consent .  
   Most governments and police forces have yet to use this technology. But for the 22 
million people living in Xinjiang, west China, it is already a reality of everyday life. 
In order to monitor the movements of the region’s Uighur Muslim population, the 
Chinese government has built one of the most sophisticated surveillance systems in 
the world, using artificial intelligence not only to identify individuals but also for 
ethnic profiling. China is now exporting its surveillance technology abroad. 
   For policymakers, this is the reality of the threat that AI poses. This technology is 
no longer a Hollywood script idea; it is already cheaply and widely available. And as 
we have seen with other technology used to invade citizens’ privacy, the capabilities 
it offers will be soon useful to criminals, too. There are hundreds of ways in which 
AI and the automatic identification it offers could be used to impersonate, to 
defraud, to blackmail and to steal. Machine learning is already being used to make 
life-changing decisions, from arrests to mortgage offers, in ways that are too often 
impossible to explain. Crime is a question of agency; when decisions are made 
inexplicably, by code, it will become very difficult to say who is responsible.   
   The European Union has taken a first step towards addressing this issue with a  
list of unenforced guidelines on ethical AI. But Europe’s AI sector pales in 
comparison to those in China, and its most promising startups tend to be snapped 
up by foreign tech giants, many of which are themselves investing heavily in 
controlling the AI ethics debate. Britain, Europe and perhaps even the US are likely 
to fall behind as less regulated regimes scramble to capitalise on AI – but they may 
yet lead the way in making it safer for their citizens. 
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Computer scientists working at 
Microsoft Research, Carnegie Mellon 
University and France’s Inria research 
centre have released EveryCrypt, a set of 
tools for securing communication over 
the internet that have been described as 
“hacker-proof” and “invulnerable”.

The strength of EveryCrypt’s security 
is created by a type of coding called 
formal verification. Conventional 
programming aims only to create a 
workable piece of software, and coding 
errors remain unnoticed (or are ignored) 
if they don’t prevent it from working. 
But coding errors can also create 
vulnerabilities. Software that is subject 
to formal verification must be written in 
such a way that it functions as a logical 
process, like an equation. In this way it 
can be established, with the same 
certainty as a mathematical proof, that 
the code does only what the programmer 
designed it to do, and nothing more. 

While its developers have stressed 
that EverCrypt remains a “work in 
progress”, their aim is to create a formally 
verified version of the Transport Layer 
Security (TLS) protocol, through which 
most internet communications pass.  

Researchers create 
“invulnerable” code 
Will Dunn 

The contacts of 1.5 million Facebook 
users were “harvested” by the tech giant 
when new users of the social network 
were asked to enter their email account 
password, providing it with login details 
for external sites.

When users entered their email 
passwords, Facebook displayed an 
“importing contacts” pop-up, despite 
not asking users for permission to access 

Facebook in email 
contacts breach 
Jonny Ball

Russian hackers target EU elections  
Oscar Williams 
Russian hackers have launched  
a series of cyberattacks on European 
governments ahead of EU parliament 
elections, it has been alleged.

The campaign, unearthed by 
researchers at US cyber security 
company FireEye, has been linked to 
two groups – APT 28 and Sandworm 
Team – thought to work in or alongside 
the Russian intelligence services.

The motive for the attacks is unclear, 
but FireEye’s researchers speculated 
that they may have been designed to 
access sensitive documents as part of  
a Russian interference campaign.

“Russia could be gearing up to leak 

data that would be damaging for a 
particular political party or candidate 
ahead of the European elections,” said 
FireEye analyst Benjamin Read. “The 
multiple voting systems and political 
parties involved in the elections create a 
broad attack surface for hackers.”

The email campaign works by luring 
victims into clicking on links that 
download malware or direct them to fake 
websites, that harvest their login details. 
It appears to bear similarities to the attack 
that stole and then leaked large 
numbers of emails from the Democratic 
National Committee in advance of the 
2016 US presidential election.
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A team from Cardiff University took the 
top prize at the Higher Education Cyber 
Challenge last month. The national 
contest, which featured 26 teams from 
14 universities across the UK, was held  
at the University of Southampton. All 
institutions with ACE-CSR (Academic 
Centre of Excellence in Cyber Security 
Research) status were eligible to enter. 
Cardiff finished ahead of teams from 
Cambridge University and Imperial 
College London in challenges  
including hacking websites and a 
“capture the flag” game in which teams 

Students secure 
cyber success 
Rohan Banerjee

attacked or defended a server. 
Cardiff was awarded ACE-CSR status 

in 2018 for its School of Computer 
Science and Informatics’ work on the 
cyber security of armed forces and 
artificial intelligence. Professor Peter 
Burnap said of Cardiff’s success: “It is 
fantastic to see our students taking part 
in competitions such as this; they are the 
future of cyber security in the UK. It will 
open doors to them for future 
employment and helps build their 
professional networks.”

The UK’s data protection watchdog has 
fined Newham Council £145,000 after 
photographs of a controversial police 
intelligence database fell into the hands 
of two rival gangs.

In a damning report published on  
4 April, the Information Commissioner 
concluded it was not possible to establish 
whether the leaked material had led to a 
number of incidents of serious gang 
violence in the borough, including the 
murder of a 14-year-old boy named 
“Chris”, who had appeared on the list.

But the commissioner said the 
incidents revealed “the nature and extent 
of the harm that could result if personal 
data of the type contained in the 
unredacted database was not processed 
under strict controls”.

The investigation was launched after 
an employee at the council sent an 
unredacted version of the Metropolitan 
Police’s controversial “Gangs Matrix” to 
a number of external agencies. 
Photographs of the database were leaked, 
revealing gang members’ names, home 
addresses and risk scores.

Newham mayor Rokhsana Fiaz said:  
“I accept the seriousness of the unredacted 
gangs matrix list being distributed... and 
am sorry that it happened.”

London council 
fined over gang 
database breach 
Oscar Williams

Thousands of Amazon employees listen 
to and transcribe audio recorded by its 
Echo products, Bloomberg has reported. 

Amazon confirmed that human staff 
“reviewed” samples of conversations 
between Echo users and its voice 
assistant service, Alexa, in order to 
improve the software’s insights into 
languages and accents. Current and 
former employees said that reviewers 
listened to more than 1,000 audio clips 
in a shift, and that they were able to hear 
private conversations and incidents that 
were very clearly not intended to be 
shared with strangers. 

A statement from Amazon in response 
to the findings said the recordings are 
used to “train our speech recognition 
and natural language understanding 
systems, so Alexa can better understand 
your requests” and that the company has 
a “zero tolerance policy for the abuse of 
our system”.

Alexa is one of a number of 
AI-powered services that store voice 
recordings, including those run by 
Google and Apple. Facebook is also 
reported to be developing a voice 
assistant service. 

Amazon staff 
listen in on voice 
commands 
Rohan Banerjee

their contacts.
Facebook said in a statement that “in 

some cases people’s email contacts were... 
unintentionally uploaded” and that 
“we’re deleting them”.

Security researcher Bennett Cyphers 
told Business Insider: “No company 
should ever be asking people for 
credentials like this, and you shouldn’t 
trust anyone that does.”

Last month, Facebook was found to 
have been storing millions of users’ 
passwords in readable, plain-text 
format, contravening common cyber 
security standards which advise that 
they are encrypted.
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PROFILE

As technical director of the National 
Cyber Security Centre, Ian Levy is the 
most senior expert in the government’s 
cyber defences. He spoke to Will Dunn 
about the emerging threats and new 
technologies that define his role

GCHQ’s real  
agent “Q”

 The new networks
Such questions are particularly pertinent 
now, as governments, businesses and 
individuals prepare for the next big shift 
in communications technology – 5G. 
Faster, more distributed mobile 
communication may enable a variety of 
new technologies in transport, 
healthcare, business and public services. 
As more and more devices become 
“smart” and connected, however, there 
is some concern that this will greatly 
increase the opportunities for criminals 
to gain access to these devices. 

But Levy says it’s important to 
remember that, as with many 
technological advances, a lot of what’s 
being said about 5G is hype. “For the 
next couple of years,” he points out, “the 
vast majority of 5G use cases are faster 
cat videos”. The promises of 5G could 

F
or somebody who has worked at 
GCHQ for almost 19 years, Ian Levy 
is disarmingly frank about his 

background. He has been “breaking 
computers”, as he calls it, since his 
parents bought him a Sinclair ZX-81 – “a 
lovely thing” – in 1981. Ten years later, at 
the Warwick University, he completed a 
maths degree, followed by a PhD and 
postdoctoral research in computer 
science, until he was faced with a choice: 
“become an academic, [or] get a real job.” 
With a grin he observes that “the civil 
service is halfway between, right?”

Of his entry into the intelligence 
services, Levy remembers that “you had 
to do a maths test. If you got one answer 
correct, you got an interview.” With 
three hours to complete the exam, the 
test was not whether the interviewee 
could find a solution, but how they 

found it. “All of the problems had a trick. 
They’d take you an hour to do, or five 
minutes, if you could spot the trick.” It is 
the mindset of looking around rules, 
finding holes, that Levy says is valuable 
in security. The real question GCHQ 
wants know of its people is, he says: “can 
you be a devious little sod?”

One vital use for this deviousness is to 
discover security vulnerabilities, which 
Levy describes as “mistakes that haven’t 
been exposed yet”. When companies 
approach the National Cyber Security 
Centre for advice on their products, it is 
the job of Levy’s people to look at the 
software as a set of rules, and to ask “are 
they complete? Are they consistent? Is 
there a way through them?” These are 
the questions that criminals will ask of a 
company’s products, so it’s important 
that the NCSC asks them first. 

06-10 Ian Levy.indd   6 18/04/2019   16:55:31
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easily remain unfulfilled, he says. 
“Unless we can get the use cases right, 
and the commercials around that – I 
don’t see how it’s going to take off in the 
way that everybody says.”

It’s also important to consider which 
of the 5G promises we actually want. 
“Some of them make sense – smart 
cities, autonomous vehicles, smart 
manufacturing,” Levy says, but remote 
surgery – which was put forward as a use 
case for 5G in a recent report produced 
by Deloitte for DCMS – he finds “really 
scary”, because “you’ve got a guy on a 
beach in Mexico, on holiday, and he’s 
doing remote surgery... that doesn’t 
sound like a great idea. First, you don’t 
know how many Mai Tais he’s had.”  
Secondly, in a quick demonstration  
of devious thinking, he suggests that  
one way to disrupt a remote medical 

procedure would be to simply “sit 
outside a hospital with a wideband  
RF generator, and just deny [the 
hospital] service.”

But the technologies behind 5G are not 
entirely new. Levy says that while the 
radio technology used for 5G is new, 
“it’s broadly an evolution of the 4G 
radio. It’s not new physics.” The big 
difference is in “the way the networks 
are laid down, and where the intelligence 
sits”. While a 4G network is typically 
controlled by a single “core” (which 
Levy describes as “the brain” of the 
network), 5G networks are likely to use a 
“virtual” core that is hosted on a number 
of different servers. Levy explains that 
this from a security point of view, this is 
actually a benefit. “Virtualisation, we 
understand as a community, because it’s 
what Amazon and Azure and Google 
run on. The amount of security research 
that’s already been done against the 
infrastructure that we’re going to run 
the 5G stuff on – X86 servers, 
virtualisation platforms, orchestration 
platforms – is huge compared to the 
amount of research that’s been done 
against proprietary telecoms kit.” If 5G 
networks employ more “commodity 
hardware and software”, he says, they 
could actually be easier to secure.

At the same time, he adds, “you could  
easily build a 5G network that was badly 
architected, and stupid, and easy to 
break”. Does he worry that telecoms 
companies, in their rush to capitalise on 
the 5G hype, will do just that? “There’s 
always a risk, but I don’t think it’s a high 
risk in the UK.”

That said, Levy agrees he would 
welcome more security in the telecoms 
networks, although this could be as 
much a matter of skills, management and 
organisation as hardware and software. 
Last April, an attacker the NCSC 
identified as Russian military 
intelligence gained access to network 
infrastructure in the UK. “The Russians 
were scanning parts of the internet, 
looking for things that looked like 
certain types of equipment – equipment 
that’s used in telecoms networks. And 
when they found some, they tried a 

“The majority 
of 5G use cases 
are faster  
cat videos”
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bunch of things to try to get access to 
them. Simple things, not massively 
sophisticated. And in a few cases, they 
were successful.”

Levy won’t say how unsophisticated 
the attack was – but when asked if it was 
something as simple as a network 
employee using “12345” as a password, 
he says it “wasn’t quite that bad, but 
along those lines”. The crucial mistake, 
however, was that sensitive parts of the 
network – the “management plane” – 
were accessible from the internet. “There 
was no Russian kit in that network,” he 
says, but “poor operational security” left 
the door open enough that only a light 
push was needed. 

Levy clearly empathises with the 
people whose job it is to update and 
patch networks, a process he describes  
as “very, very risky”. When the O2  
data network was taken down by an 
expired certificate last year, the company 
claimed the outage cost tens of millions 
of pounds. The question of whether 
telcos could be made more secure by 
regulation is “a matter for the ministers”, 
but the mobile standards that operators 
follow are, Levy explains, designed  
to make sure that phones and  
equipment from different providers 
work together. Standards alone do  
not confer security. “A vendor following 
the 5G standard doesn’t automatically 
make great products – as we’ve seen  
with Huawei.”

The Chinese puzzle
Diplomacy and espionage have always 
been about communication. As the 
internet has grown and become mobile, 
these activities have moved online and 
the infrastructure behind the internet 
has become a critical strategic asset. 
Nowhere is this more evident than in the 
debate on the safety of using equipment 
made by Huawei, a company closely 
connected to the Chinese government.

(For a more detailed look at Huawei’s 
history and the controversies that 
surround it, see p18-22.) 

While the NCSC can say with “high 
confidence” that Russia is “almost 
certainly” to blame for certain 

cyberattacks, it is much harder to say 
what Huawei is or isn’t doing, because 
Huawei’s equipment has been bought 
and installed deliberately by telecoms 
providers, who would like to use it, if it 
can be shown to be safe. 

One of the techniques by which the 
NCSC tries to establish that the software 
in a mobile phone mast or a network 
switch will securely handle your texts 
and browsing data – without quietly 
copying in the People’s Liberation Army 
– is called “binary equivalence”. Levy 
explains that this means testing the 
source code for the products Huawei is 
running in the UK, by “building” this 
source code into the machine code that 
operates the infrastructure. If the 
NCSC’s Huawei Cyber Security 
Evaluation Centre (HCSEC) can “come 
up with the same answer” as the binary 
code running in the equipment then, 

GCHQ has been 
looking into 
Huawei for  
16 years
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probabilities. Levy points out that in the 
offices of HCSEC, in Banbury, 
Oxfordshire, there are around 20 
technical experts; a single Huawei 
product can contain 300 million lines  
of code. “I’m not going to guarantee  
you anything.”

Perhaps more reassuringly, Levy says 
his approach is therefore to “assume that 
there is a problem in every bit of kit, 
regardless of whether it was made by 
Huawei, Cisco, Nokia, Ericsson… 
assume it’s the worst possible 
vulnerability that could be in there, and 
try to build a network so that it doesn’t 
fail catastrophically if that’s true.”

But the government has not created 
new specialised risk management units 
for Ericsson and Nokia. Alongside the 
question of whether or not a piece of 
Huawei kit is, as Levy puts it, “a bag of 
spanners” is the fact that it was made by 

says Levy, they can prove “these binaries 
are equivalent, they do the same thing 
and nothing more”.

The problem is, the NCSC can’t get 
Huawei’s source code to produce the 
same binary twice. In fact, he says, 
“Huawei’s build process is so arcane  
and complex that even they can’t build  
to the same output twice.” With 85,000 
engineers and a huge variety of products, 
which are often customised for 
individual customers, it is extremely 
difficult for the British security services 
“to say that the source code… is or is  
not the thing that is running in the 
network today”. 

But this doesn’t mean it’s definitely 
spyware? “No, no,” he replies, breezily. 
“It’s just terrible engineering.”

In cyber security, as in medicine, 
people go to experts looking for 
definitive answers and return with 

a Chinese company. Levy says that 
GCHQ began looking at Huawei 
equipment in 2003, under the 
assumption “that any company in China 
could be compelled by the Chinese state 
to do anything they want… to assume 
anything else would be crazy. They 
helpfully codified that into law, a couple 
of years ago.” China’s “geopolitical and 
legal differences”, he says, mean that 
from a security point of view, “Huawei 
is riskier than other vendors”.

However, it would also be simplistic to 
think that espionage by the Chinese state 
would only come via Chinese 
equipment. Levy points to Juniper 
Networks, a large American producer of 
network technology. “Juniper’s source 
code system was hacked,” says Levy, 
“probably by the Chinese, and back 
doors were put into Juniper’s code. 
Nobody noticed for a year.” No company 
is above suspicion. “It’s a different set of 
risks, depending on how you use 
different vendors.”

Active defence
At the other end of the scale from state 
actors and “advanced pernicious threats” 
are the huge number of low-level cyber 
threats – which Levy has described as 
“adequate pernicious toerags” – that, 
cumulatively, constitute a significant 
threat. Combating these has involved 
looking “broadly [at] how the internet 
works”, and finding ways to secure “all 
these protocols that people have always 
said are terrible”. The NCSC has worked 
with HMRC, for example, to fight the 
huge number of phishing and spoofing 
attacks that were directed at British 
taxpayers. When the programme began, 
“HMRC was the 16th most phished 
brand in the world, which is significant, 
given you’ve got people like Paypal. A 
couple of weeks ago, it was 146th.”

The NCSC is also looking at the SS7 
standard, which carries information 
about phone calls, and which is currently 
abused by attackers to make phone calls 
appear to be coming from other 
numbers, such as banks, giving overseas 
gangs a foothold in telephone scams. 

The NCSC’s innovations in “active 

Levy introduces the Queen  

to a robot vacuum cleaner
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“Exceptional 
access” is 
the new 
wiretapping

says it would theoretically possible to 
disclose an ally’s exploit “but it would be 
in extremis”.

Levy himself has repeatedly said that 
for government agencies to request 
“backdoor” access to encrypted services 
would be “monumentally dumb”, 
because a backdoor for one country’s 
spies is a backdoor for everyone else,  
if they can get it open. But he has 

suggested ways to create the conditions 
for “exceptional access” to people’s 
conversations – subject to permission 
obtained by a court order – in the same 
way that previous generations of spies 
and police officers have tapped phones. 
Edward Snowden tweeted that Levy’s 
idea was “absolute madness… anyone  
on your friend list would become your 
friend plus a spy”, but Levy says the 
paper in question was intended as a way 
to have less emotive, more evidence-
based conversations about the trade-off 
between privacy and security. 

“The other question,” he adds, is 
“privacy from whom. Privacy from 
government is one thing. One of the 
things that worries me a bit is that 
people don’t understand the privacy 
impacts of just using the service. You 
saw the announcement recently about 
Facebook and Whatsapp – now, 
Facebook do have access to the 
Whatsapp data. What does that mean 
for the privacy of Whatsapp users? 
Nobody’s explained that to them. You’re 
going from a position of incomplete 
knowledge in the user base, and then 
trying to build on top of that, and that’s 
dangerous. That’s the sort of 
conversation we want to have.”

But does he understand why people 
might trust a social media company 
more than their own government? Levy 
laughs. “I really have no question about 
why they don’t trust me, don’t worry!”

 The serious question, he says is of 
“informed consent. You understand 
what you’re doing when you interact 
with the government; do you 
understand what you’re doing when you 
interact with some of these big services? 
When you try to explain to people what 
the change in their personal risk is, if we 
do or do not do this – here’s the change 
in the risk of your communications 
being intercepted; here’s the change in 
the risk of you being blown up… When 
you have that conversation, you need to 
be able to explain where they are today, 
and what difference this brings. Rather 
than [saying], you have no risk today, 
and this is massive risk – which is how 
people like to talk about it”.

cyber defence” can also, in some cases, 
be transferred to the private sector. Levy 
says BT is beginning to protect its 
customers in the same way that his team 
protects the public sector, and “they’re 
stopping 135 million malware connections 
a month”. But he also appears to have a 
realistic sense of how people see GCHQ, 
and to what extent they are prepared to 
trade security for privacy. 

Trusting the spies
Last November, the NCSC published a 
rare glimpse of the decision-making that 
happens within the security services. 
The Equities Process is a flow chart that 
describes what the UK’s digital spies are 
supposed to do when they discover a 
vulnerability, a mistake in someone 
else’s code that allows them to access and 
even operate computers and equipment 
without permission. 

For people working in intelligence,  
the temptation to hold on to these 
vulnerabilities and quietly use them  
for surveillance must be extremely 
strong. But, says Levy, that “intelligence 
benefit… has to be balanced with  
the potential harm of leaving this  
thing unfixed”. 

If GCHQ discovers a vulnerability that 
lets them into an intelligence target’s 
phone, then – does the intelligence come 
first, or the security of everyone else 
who has that model of phone? Levy says 
it is the latter. “Our default is to release 
– to go and tell the vendor that there is a 
problem. There’s got to be an overriding 
intelligence case for that not to be the 
case.” The NCSC has disclosed, in the 
past year, vulnerabilities that would have 
created “an awesome intelligence 
capability… and yet we still released it”.

This changes, however, if the 
vulnerability is discovered by another 
country. Intelligence sources shared with 
our spies – such as the EternalBlue 
exploit used by the WannaCry 
ransomware, which privacy campaigners 
say was developed by the NSA and 
shared with GCHQ – must, in the 
interests of diplomacy, remain hidden. 
“We’d go back and make representations 
that we’d like it fixed,” Levy offers, and 

The NCSC headquarters in London
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C
yber security professionals 
regard their careers as a vocation. 
They feel that their work has a 

genuine, valuable purpose – protecting 
the organisation they’re part of, and 
the customers it serves, as well as 
the world at large. This comes from 
new research commissioned by 
Symantec and led by Goldsmiths, 
University of London. It is based on 
feedback from more than 3,000 senior 
security professionals across France, 
Germany and the United Kingdom. It 
reports that over 90 per cent of cyber 
professionals feel fully immersed in 
their work, even when it’s stressful. 
Indeed, the vast majority of them say 
they actually thrive under pressure.

And yet, simultaneously, 82 per 
cent of them feel burnt out. Two 
thirds are thinking of resigning from 
their current role, and about the same 
number are considering leaving the 
industry completely. That is worrying 
because it signifies that far too many 
cyber security professionals are 
being ground down by the realities 
of corporate life: limited decision-
making powers, corporate inertia, 
rising responsibilities and static 
budgets. The evolving technology 
landscape, particularly that which is 
cloud-based, creates new and complex 
security challenges. The typical 
patchwork of legacy point solutions 
doesn’t help matters either; over 
80 per cent of professionals say they 
suffer from security alerts (which are 
often duplicates, because they’re being 
triggered by multiple siloed products). 

More than three quarters of 

True cyber 
resilience requires 
a collective 
effort, across an 
organisation, 
according to 
Darren Thomson, 
EMEA CTO at 
Symantec

Why cyber 
security needs a 
support network

professionals report having to rush 
assessments they are not wholly 
confident in, and so underestimate 
threats or incidents. More than two 
thirds admit to having to go home and 
leave alerts unreviewed at the end of 
the day.

To compound that dire reality check, 
41 per cent say a breach is inevitable, a 
third say they are currently vulnerable 
to avoidable threats (a searing 
indictment) and a quarter admit to 
having already suffered an avoidable 
incident. Throw in the pressures of 
increasing regulatory compliance and 
the cyber security skills shortage, 
and it’s easy to appreciate how the 
reality of the day job isn’t matching 
the vocational calling. No wonder two 
thirds of cyber security professionals 
feel they are set for failure.

The full on, often reactive, nature 
of cyber security means it’s difficult 
to find the time to get on the front 
foot. It becomes a mend-and-make-do 
existence, saddled with increasing 
exposure and responsibility. 

But it needn’t be like this. Cyber 
security is one of the highest profile 
external threats to an organisation. 
It is a genuine boardroom concern, 
even if the board don’t understand the 
nuances. Effective security needs to 
be embedded across an organisation. It 
is a key enabler to transformation and 
economic growth. 

There are heavy fines and public 
censure for those that fall short. A 
step change cyber security budget 
is straightforward to justify, and 
platform-based solutions provide the 
maturity and management to address 
cyber security far more effectively. 

For an industry with a serious skills 
shortage, leaders must step forward 
with a business-led modernisation 
agenda that will enable cyber security 
professionals, and their organisations, 
to take a more strategic approach. And 
that needs to happen quickly, before 
the numbers play themselves out.
For more information, please visit:
www.symantec.com

IN ASSOCIATION WITH
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THE VIEW FROM GOVERNMENT

As more businesses move online 
it is the government’s responsibility 
to protect them, according to
Margot James, Minister for Digital 
and the Creative Industries 

Improving the 
internet 
experience for 
everyone  

from 43 per cent the previous year. 
That represents a significant reduction 

and one that follows the introduction of 
tough new data laws under the Data 
Protection Act and the General Data 
Protection Regulations (GDPR). These 
are laws which I oversaw through 
Parliament and they include new 
requirements on organisations to keep 
personal data secure.

People are clearly listening and taking 
notice; 30 per cent of businesses and 
36 per cent of charities have made 
changes to their cyber security policies 
and processes as a result of GDPR 
coming into force in May 2018. 

The improvement is positive but 
again, in my view, it is still not enough. 
And for those business or charity leaders 
who have yet to take action, then one 
stat will certainly make them sit up 
and take notice – that of cost. Where a 
breach has resulted in a loss of data or 
assets, the average cost of a cyberattack SH
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C
yber security is a key priority for 
this government and it’s something 
that businesses of all sizes need to 

consider and take extremely seriously if 
they are to fully benefit from being 
online. There are clear risks for those 
who don’t take the necessary steps to 
protect themselves from malicious cyber 
threats. These include obvious financial 
issues and the cost of fixing cyberattacks. 
But also there are reputational risks for a 
company that has been targeted. 

Despite some encouraging signs that 
the issue is now being considered in 
more depth, there is still work to do. 
Statistics published this month from the 
Department for Digital, Culture, Media 
and Sport show that there has been a 
reduction in the percentage of businesses 
suffering a cyber breach or attack in the 
last year. The 2019 Cyber Security 
Breaches Survey showed that 32 per cent 
of businesses identified a cyberattack or 
breach in the last 12 months. That’s down 
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has gone up by more than £1,000 since 
2018 to £4,180. 

Another area of concern is the supply 
chain. Our recent Cyber Health Check of 
leading UK companies showed that 
despite good progress, around three 
quarters of firms didn’t have a full grip 
on cyber risks throughout their supply 
chains. However, large companies are 
increasingly demanding good cyber 
security standards amongst their 
suppliers, meaning SMEs that don’t 
secure themselves adequately could start 
to face being ruled out of supply chains 
completely. That’s why I am urging 
business leaders to do more to protect 
themselves against cyber crime.

The good news is that we’re providing 
industry with a range of guidance and 
support through the National Cyber 
Security Centre. For example, the Small 
Business Guide offers practical advice to 
help firms protect themselves quickly 
and at low cost, whilst the Cyber 

Essentials scheme helps organisations 
protect against common internet threats 
and provides companies with a badge so 
they can demonstrate their commitment 
to cyber security.

Better training and getting the people 
with the right skills into cyber is also 
essential. Fewer than three in ten 
businesses and charities have trained 
staff to deal with cyber threats. In 2019, 
that’s just not good enough. 

We know that tackling cyber threats is 
not always at the top of businesses and 
charities’ list of things to do, but with 
the rising costs of attacks, it’s not 
something organisations can choose to 
ignore any longer.

One area that is crucial is skills, and 
particularly inspiring the next 
generation of cyber security experts. Last 
year we launched our initial Cyber 
Security Skills Strategy and will be 
publishing a full strategy later this year. 
The strategy sets out clear objectives to 
build the UK’s cyber security capability. 
This includes appointing independent 
ambassadors to help promote the 
attractiveness and viability of a career in 
cyber security to a broader and more 
diverse range of people.

We will also launch a refreshed 
CyberFirst brand, which will bring 
greater coherence to the government’s 
offering on cyber security skills. It will 
commit to continued investment in the 
capability across all age groups to 
develop the UK’s next crop of cyber 
security professionals.

We are also putting up to £2.5m of 
National Cyber Security Programme 
investment into a new UK Cyber 
Security Council to help develop a 
skilled workforce and give talented 
youngsters a clear career pathway. 
Education is key here. Through the 
CyberFirst programme, the government 
is working with industry and education 
to improve cyber security and get more 
young people interested in taking up a 
career in the sector. 

The Cyber Discovery initiative has 
already encouraged 46,000 14 to 
18-year-olds to get on a path towards the 
profession. Over 1,800 students have 

Companies 
don’t know 
their supply 
chain risk

12-14 Margot James.indd   13 18/04/2019   16:15:31



THE VIEW FROM GOVERNMENT

14 | Spotlight | Cyber Security

attended free CyberFirst courses and 
nearly 12,000 girls have taken part in the 
CyberFirst Girls competition.

We’re also working closely with the 
National Cyber Security Centre to 
provide additional support to business 
and charities, such as the Cyber Security 
Small Business Guide and Small Charity 
Guide. But it’s not just the security of 
businesses that we need to protect. It’s 
important that all of our internet-
connected devices in the home are as safe 
as possible. There are expected to be 
more than 420m internet-connected 
devices in use across the UK within the 
next three years and poorly secured 
devices such as virtual assistants, toys 
and smartwatches can leave people 
exposed to security issues and even 
large-scale cyberattacks.

That’s why, back in October, we 
launched our world leading Secure by 
Design code of practice for consumer 
products. The code will help ensure that 
products are secure from cyber threats  
at the design stage. It’s something that 
manufacturers need to think about right 
from the beginning. They can’t just see 
cyber security as something that can be 
bolted on as an afterthought. 

HP Inc, Centrica Hive and Geo have 

already voluntarily signed up to the code 
and we want even more companies to 
pledge their support. The more 
companies that we get to take this work 
on, the more concerted effort there will 
be across the tech sector to protect 
devices. We will also soon be consulting 
on regulatory next steps to ensure that 
baseline security is built into these 
devices by design. This is an area that we 
have also covered with the launch of our 
Online Harms White Paper – setting out 
a clear direction to make the United 
Kingdom the safest place in the world to 
be online. 

Creating a safe experience requires 
more than the use of new technology. It 
should be as easy as possible for 
designers of products, platforms and 
services to understand what’s expected 
of them and ensure that what they make 
are safe by design. 

Cyber security cannot just be achieved 
in silos and independently. Through our 
National Cyber Security Strategy, the 
government is investing £1.9bn over five 
years. But it is by working with industry 
and academia that we will make our 
cyber capabilities stronger and ensure 
the UK is the most attractive place to do 
business digitally.

New products 
must be secure 
by design
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C
yber security underpins the 
digital economy. Effective, 
robust and unobtrusive cyber 

defences are essential to the United 
Kingdom’s digital future. The digital 
economy promises greater prosperity 
and opportunity for all, but we can 
only realise the benefits if we have 
confidence in the security of the 
connected world. Building those 
defences requires partnership and 
collaboration between us all.

This is not fresh ground for BT. 
We’ve been securing information, 
data and communications for more 
than 70 years. Millions of customers – 
individuals, households, businesses, 
governments – trust us to protect their 
data. Our global network reaches 180 
countries and carries one terabyte 
of data every second, so we see (and 
can influence) what’s happening 
worldwide. Through our relationships 
with agencies such as Interpol, 
Europol and the National Cyber 
Security Centre, BT is often one of the 
first to correlate events and know of 
new attacks, as they happen.  
 
Evolving criminal landscapes  
Security teams can be overwhelmed 
by the volume of data picked up by 
a raft of monitoring tools. Advances 
in automation, analytics, AI and 
machine learning are helping us 
to anticipate and avert potential 
threats. Every month these tools 
help us automatically block 135m 
connections to malware sites. And 
machine learning techniques recently 
helped BT cyber security investigators 

Kevin Brown, 
managing director 
of BT Security, 
explains how 
collaboration is key  
to protecting the 
digital society

Partnerships 
for a safer  
connected world

identify criminals behind a major 
ransomware attack on financial 
institutions in the United States.  
 
Investment and skills policy 
Technology is only part of the 
solution. We must tackle the global 
cyber skills gap and fill the pipeline 
of cyber security professionals. With 
3,000 specialists BT has one of the 
largest cyber security practices in 
the world. Over the next five years 
we’re increasing this head count by 
25 per cent through apprenticeships, 
graduate programmes and re-skilling 
existing employees. We’re also 
partnering with schools and academia 
to attract a diversity of candidates to a 
career in cyber defence.  
 
International collaboration 
No nation state, no single organisation 
can tackle this issue on their own. 
Only by working together can we 
collectively succeed in stemming 
the tide and build cyber resilience. 
That’s why, as part of the NCSC’s 
Active Cyber Defence initiative, BT 
launched the Malware Information 
Sharing Platform, where UK internet 
service providers can share details of 
domains and websites associated with 
malicious software. 

This information is also shared 
with the NCSC and law enforcement 
organisations. We can’t expect to 
eradicate online crime entirely, but 
innovation and partnering can help us 
manage the risks and build trust. 
 
Leading from the front 
 The UK has what it takes to lead the 
world in cyber security. Successive 
governments have shown real 
commitment to – and investment 
in – developing our cyber defences. 
Working together, government, 
education and the technology sector 
can deliver the people, skills and 
innovation we need to make the UK 
the most secure place for citizens to 
live and businesses to thrive in the 
digital age.

IN ASSOCIATION WITH
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Campbell Murray, global head – BlackBerry 
Cyber Security Delivery, explains why businesses 
must acknowledge the reality of digitised threats 
and plan for them accordingly 

Creating a 
culture of 
resilience

IN ASSOCIATION WITH

ADVERTORIAL

now stored online. Being able to 
manage and protect that data effectively 
is paramount to not only a company’s 
functionality but its credibility as well. 
People don’t want to use products and 
services they feel are unsafe.

Given the changing landscape of 
online threats, cyber security must 
progress to cyber resilience – that is the 
capacity a company has to withstand 
and overcome the impact of a breach. 
As much as this is to do with 
technology – the right software, 
encryption and fi rewalls are obviously 
all very important – delivering true 
cyber resilience also depends on people. 
There is a direct correlation between 
a breach’s impact on a business and the 
speed and nature of its response. 

The cyber security “skills gap” is, at 
this point, a well-worn term. To call it 
an industry crisis is not an exaggeration. 
If companies fail to arm their employees 
with adequate cyber-resilient skills, 
the consequences could be catastrophic. 

T
o accept that a cyber security 
breach is a matter of when, rather 
than if, represents a realistic 

rather than defeatist outlook. As 
technology evolves, so too does the 
sophistication of its users, especially 
those in a leadership position; and in 
an increasingly digital age in which 
most industries and businesses have 
moved online, why should crime be an 
exception? According to research by 
SonicWall, since the WannaCry 
ransomware attack in May 2017, which 
disrupted up to 70,000 devices across 
the National Health Service, incidents 
of ransomware globally have increased 
by 44 per cent.

Cyber security, once an airy concept 
exclusive to IT department patter, has 
since become a necessary consideration 
for company boards. The increased 
adoption of cloud technology and the 
shift to paperless offi ces means that 
vast swathes of customer and staff 
data, both commercial and personal, are T
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Companies must view their staff as 
potentially vulnerable access points  
and routinely train and upskill the 
workforce. This shouldn’t be viewed  
as distrust as much as it should be 
considered damage limitation. Mistakes 
happen, but regular training can help  
to keep staff on their toes and ahead of 
the game. Precautionary measures for 
staff can range from the simplicity of 
changing passwords regularly, at work 
and at home, to hiring specialists to 
look after a company’s digital assets. 

Too often, cyber security has been 
bolted onto products as an 
afterthought. Shifting the conversation 
towards cyber resilience would mean 
embedding protection measures into 
technologies and software from the 
start, as they are built. Many 
organisations, including banks and the 
NHS, are still using antiquated legacy 
computer systems, which are simply 
not compatible with the latest security 
measures necessary to keep pace with 

developing threats.
Having said that, it should be 

appreciated that installing new cyber 
security systems comes at a cost, and in 
some cases, such as with smaller 
businesses, the cost of replacing 
proprietary software entirely may 
prove prohibitive. This brings us back 
to the point about resilience. So, how 
can we make existing systems stronger? 

There are available and simple 
techniques that are very efficient 
methods of identifying legacy systems. 
Isolation and strict access control are 
also important and underline the 
importance of the role of cyber security 
engineers. Systems that are no longer 
supported with patches should be 
quarantined from any other system 
environment, particularly end point 
networks. A single legacy vulnerability, 
after all, can be the gateway for 
malware and other attack vectors to 
spread extensively and rapidly. 

Hardening and monitoring are crucial 
to building cyber resilience. Hardening 
means disabling unnecessary services 
and implementing least privilege 
concepts to limit exposure. Even legacy 
operating systems such as Windows 
2003 can be hardened to a degree 
through applying an effective 
engineering lens to the problem with 
SDLC and threat modelling practices. 
The purpose of security monitoring, 
meanwhile, is to ensure that the system 
fulfils the defined security baseline and 
detects suspicious activities as swiftly 
as possible. Since many cyberattacks 
tend to coincide with starting or 
stopping processes, monitoring should 
involve authentication tests and 
continual authentication solutions are 
readily available.

It is ignorant and arrogant for a 
company to believe it will never be 
breached. And it is worth noting that 
the nature of a cyberattack is 
intrinsically unpredictable. WannaCry 
happened on a Friday afternoon.

So-called “zero day” breaches are one 
worst-case scenario. Zero day breaches 
are up until that point an unknown 
exploit within software or hardware 

and cause complicated problems well 
before anyone realises that something is 
wrong. Cyber resilience entails being 
prepared for a threat you’ve never heard 
of before. 

The main goal of business continuity 
management is to keep a company 
running smoothly and limit the amount 
of time it spends out of action. As well 
as having a forensic strategy in place – 
data recovery and intelligence 
specialists should always be on the staff 
if possible – there must also be a 
measured public relations element to 
any response. 

Panic prevention is vital. Companies 
must agree their messaging to their 
customers as quickly as possible and 
take heed of previous PR disasters. 
Being concise and honest with 
customers about the scale and severity 
of an attack is a strategy that will yield 
longer-term reputational and trust 
benefits than playing something down, 
only to come unstuck as more 
information is learned about a breach. 
Backtracking can deal a hammer blow  
to credibility. 

Ultimately, cyber resilience is not 
mitigating or tolerating weaknesses. It 
should instead be thought of as 
responses maturing alongside threat 
levels. Therefore, inculcating good 
cyber hygiene amongst staff, having the 
right kind of staff employed and the 
right security technologies in place 
from the onset, and having a clear-cut 
PR strategy, are all essential planning for 
any business hoping to stand any chance 
of surviving, let alone succeeding in the 
digital age. 
 
Campbell Murray is global head – 
BlackBerry Cyber Security Delivery.  
He joined the organisation in February 
2016, as part of the acquisition of 
Encription Ltd, where he was a founder 
and director. Campbell has over 20 years’ 
cyber security experience and has been 
involved with every aspect of the 
industry in that time, but with a 
noticeable focus in offensive security 
techniques and security engineering in 
the IoT, industrial and transport arenas.

Campbell Murray speaks at BlackBerry’s 

round-table discussion on cyber resilience
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INSIDE HUAWEI

The world’s largest supplier of telecoms 
equipment has become the focal point of a 
trade war, multiple diplomatic incidents and 
accusations of espionage and repression. 
Oscar Williams travelled to Dongguan to 
uncover the history of Huawei

The Red  
Apple

it has grown. The company he started 
with just £4,000 in 1987 has become the 
world’s second biggest smartphone 
manufacturer and the largest producer  
of telecoms equipment.

As critics in the US claim its growth 
has been accelerated by corporate 
espionage and government support – 
allegations which Huawei denies – the 
campus serves as a statement of the 
company’s intent to compete with the 
US tech giants on the strength of its 
intellectual property alone.

But Huawei is now facing a degree  
of international scrutiny rarely levelled  
at any company, let alone a Chinese tech 
firm, and the future its employees are 
building at Songshan Lake – from folding 
smartphones to 5G networks – looks 
increasingly uncertain.

The undulating slopes of Songshan  
are a far cry from the mountain town 
where Ren was raised. He was born in 
1944 to two teachers in what was and 
remains one of China’s poorest 
provinces. “We had salt to cook with so 

T
hree years ago the southern  
slopes of Songshan Lake in 
Dongguan, south-east China, were 

lined with dense woodland. Today they 
belong to Huawei, and the 25,000 
scientists and engineers tasked with 
re-imagining its future. The Chinese 
tech giant has often faced criticism in the 
West for taking design cues from its 
Silicon Valley rivals, but this vast 
metropolis is not an Apple-like campus 
replete with sweeping glass walls and 
aluminium curves.

Spanning an area around nine times 
the size of London’s Hyde Park, it has 
instead been modelled on a dozen 
European cities – from Paris and London 
to Oxford and Verona – favoured by the 
company’s founder, Ren Zhengfei. And 
its employees travel from district to 
district not on electric scooters or 
hydrogen buses, but a fleet of gleaming 
red trains imported from Switzerland.

The £1.5bn research centre is the 
beating heart of Ren’s empire and it 
reflects the breathtaking speed at which 

we were considered wealthy,” he told  
the BBC in a rare interview in 2015. 
University was Ren’s route out, as  
it still is for many rural Chinese citizens. 
He studied at the Chongqing Institute of 
Civil Engineering and Architecture, and 
worked as an engineer after graduating. 
But it was what happened next that 
continues to draw unwelcome attention 
to Ren and the empire he built.

In 1974, two years before the death of 
Mao Zedong, the communist leader who 
had instigated the country’s “Cultural 
Revolution”, China was facing an 
economic and political crisis. As well as 
suffering from shortages of fresh food, 
the country was in desperate need of 
fabric to clothe its population. The 
government unveiled plans for a 
synthetics factory, and the military was 
tasked with building it in partnership 
with a French firm, Technip Speichim. 
As a local civil engineer, Ren claims he 
was enlisted to help out “by chance”.

In the following years, he quickly rose 
up the ranks of the People’s Liberation 
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part of China’s 20-year plan. “I was 
selected to attend ... but I was not a CPC 
[Communist Party of China] member,” 
Ren said. He claims he had previously 
been denied membership because his 
father had been labelled a capitalist 
intellectual. “My supervisor felt [it] was 
really strange [that I was not a member], 
so with the help of party organisations, I 
became [one].”

It’s not clear what role Ren played at 
the conference, but four years later, he 
was selected to become a member of the 
party’s most senior decision-making 
body, its 12th national congress. 
“Unfortunately, I was too young to truly 
understand what the big reform was all 
about in that historical moment. That 
was really a pity.” Ren was 34. “I was a 
complete technical geek back then. 
Today, I still love my country. I support 
the Communist Party of China. But  

I will never do anything to harm any 
other nation.”

In 1987, after his team in the army was 
disbanded and following a short stint in 
the oil industry, Ren founded Huawei.

In written, simplified Chinese, the 
word for “propaganda” can also be used 
to mean “publicity”. So it might not look 
odd to English-speaking employees at 
Huawei’s prototype smartphone line in 
Dongguan, a short drive from Songshan 
Lake, that a number of posters are titled: 
“Huawei propaganda”. At the end of the 
production lines, a zone is dedicated to 
Huawei employees who have devised 
ways to automate their roles. It’s clear 
that even small efficiencies – five seconds 
here, half a minute there – are valued.

Of course, having automated 
themselves out of a job (and into 
another), these staff are no longer around 
to see their success recognised. But it 

Army and ultimately became a member 
of the Communist Party of China. 
Washington officials claim these links 
prove Ren worked in close partnership 
with the Chinese government to build a 
company, modelled on its US rivals, 
which would advance China’s influence 
around the world.

Although Huawei denies these claims, 
it has historically been reluctant to 
disclose details of Ren’s military and 
political career. His official company 
biography reveals only his job titles and 
that he did not hold military rank. But in 
January, as US pressure on Huawei grew, 
Ren gave an unusually detailed account 
of his past, starting with his early 
military years.

“The conditions were very harsh,” 
said Ren of the site of the synthetics 
factory where he was enlisted to the 
military. “Back then, China was in 
complete chaos, and the central 
government was trying to mobilise local 
engineering teams for the construction.”

“We had been given access to the 
world’s most advanced technology.  
[The] French company had a very high 
level of automated controls that no 
Chinese companies had. We learned to 
endure hardship. Our housing was very 
shabby, so we constantly felt cold as it 
couldn’t protect us from the wind.” At 
times, Ren said, the temperature would 
drop to minus 28 degrees. “In a nutshell, 
we learned from the world’s most 
advanced technology while living a life 
that could be seen as primitive.”

While reports have suggested that  
Ren rose to be a deputy director in the 
army’s technology division, he claims 
his unit was dedicated to construction 
research and employed just 20 people. 
But in 1978, having devised a 
breakthrough in construction 
technology which made national news, 
he was subsequently invited to join  
the Chinese government’s National 
Science Conference.

It was a seminal event in China’s 
modern history. Attracting more than 
6,000 researchers and scientists, the 
conference led to the creation of a 
technology policy that formed a central 

Huawei workers perform morning exercises at Songshan Lake
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China requires 
companies  
to assist its 
spies by law

Huawei denies. The company was  
also accused of stealing intellectual 
property from T-Mobile, a dispute the 
Chinese firm claimed it had settled two 
years previously.

The timing of the arrest aroused 
suspicion. The US had in the months 
leading up to Meng’s detention launched 
a ferocious lobbying campaign 
cautioning its allies against using 
Huawei’s 5G infrastructure equipment. 
Ren’s links to the Communist Party 
were highlighted by its critics, as were 
new Chinese cyber laws that compel 
companies to assist with intelligence 
investigations. The fears were threefold: 
that Huawei could be forced to leverage 
its networking equipment to spy on 
Western governments and citizens, steal 
corporate secrets and even shut down 
critical infrastructure, such as energy 
networks, at Beijing’s behest.

But the arrest, critics claimed, was not 
just about sending Huawei a message.  
It was also said to be designed to use 
Meng as a political pawn in the US-
China trade war (which has been fuelled, 
at least in part, by American fears over 
Chinese corporate espionage). Donald 
Trump lent credibility to such suspicions 
when he said he would be willing to 
intervene in Meng’s case on the 
condition it paved the way for a trade 
deal. She is now suing Canada over her 
arrest and is likely to use the US 
president’s comments as proof that it 
was politically motivated.

Mike Pompeo, the US secretary of 
state, has since warned that the US could 
withhold intelligence from allies if they 
let Huawei into their 5G infrastructure. 
Speaking to British media at the 
company’s global headquarters in 
Shenzhen in February, Eric Xu – one of 
Huawei’s three “rotating chairmen” – hit 
back at the US. “I think Mr Pompeo’s 
remarks are yet another indication that 
the US government is undertaking a 
well-coordinated, geopolitical campaign 
against Huawei,” he said. “We have been 
wondering, and I think many other 
people may have been asking this 
question, is the recent fixation on 
Huawei truly about cyber security or 

serves as a constant reminder to the 
employees who remain that they too 
could move on to bigger and better 
things in Huawei, so long as they can 
first find a way to make themselves 
redundant.

Ren is proud of the company’s 
fearsome work ethic, which he has called 
“wolf culture”. In January, he revealed 
that in 2011 employees had been sent to 
Fukushima in Japan to fix telecoms 
networks after it was struck by an 
earthquake that led to a nuclear leak and 
a mass evacuation. “Huawei employees 
risked their lives and restored 680 base 
stations within two weeks,” Ren 
marvelled. Similar emergency exercises 
have been carried out by Huawei 
employees following a Chilean 
earthquake and an Indonesian tsunami. 

“The other example is Africa,” said 
Ren. “In a lot of African countries, there 
is not only war, but also very serious 
disease. A lot of Huawei employees have 
contracted malaria. A great number of 
Huawei employees often go to war –  
or disease-affected areas to do their job,” 
he told reporters. “We have pictures to 
prove it. If you are interested, we can 
have our public relations staff send them 
to you.”

On 1 December 2018, Meng Wanzhou 
– Huawei’s chief financial officer and 
Ren’s daughter – was arrested in 
Vancouver. She was detained by 
Canadian police and threatened with 
deportation to the US over allegations  
of fraud. In an indictment released in  
the following weeks, Meng was accused 
by the US of using a subsidiary to try  
to violate sanctions prohibiting firms 
from doing business with Iran, claims 
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The African 
Union accused 
China of a 
five-year hack

review seen by the BBC. “But… it’s hard 
to see how – given Huawei’s role in 
providing equipment and key ICT 
services to the AU building and 
specifically to the AU’s data centre – the 
company could have remained 
completely unaware of the apparent theft 
of large amounts of data [for so long].”

The company has said that if the leaks 
existed, they were not processed through 
the technology it supplied. “What 
Huawei supplied for the AU project 
included data centre facilities, but those 
facilities did not have any storage or data 
transfer functions.”

Under the iron fist of China’s state 
media, Chinese employees are less likely 
to leak information than those employed 
by their US rivals. It is possible, 
therefore, that we will never know to 
what extent Ren’s empire is influenced 
by the Chinese government.

But the UK does have an unparalleled 
insight into the way its technology 
operates. A recent review carried out by 
analysts overseen by the National Cyber 
Security Centre (NCSC) found 
significant flaws with its software. 
Huawei telecoms equipment is cheap and 
well regarded by operators, but the 
company’s relentless growth appears to 
have given way to shortcomings in its 
code. The NCSC said it “does not believe 
that the defects identified are a result of 
Chinese state interference”. But the 
report warns that they are “capable of 

being exploited by a range of actors”.
The report also claimed Huawei had 

made “no material progress” in fixing 
the flaws since the last annual review 
raised security concerns. But, in what 
was seen as a thinly veiled reference to 
its 5G equipment, NCSC’s review 
concluded it would be “difficult to 
appropriately risk-manage future 
[Huawei] products in the context of UK 
deployments”. Whether the UK will ban 
Huawei, or limit the scope of its role in 
5G networks, remains to be seen.

Huawei has pledged to spend $2bn on 
boosting its security and rewriting its 
code base, and an executive told NS Tech 
at Mobile World Congress in February 
that the project, predicted to take three 
to five years, could end up costing 
significantly more.

Ren is braced for further restrictions 
on the company’s exports. “As long as 
we can survive and feed our employees, 
there’s a future for us,” he has said. But 
America’s efforts to contain Huawei 
extend only as far as its economic and 
political reach. As China develops its 
Belt and Road trade initiative, Huawei is 
likely to win further business overseas. 
Indeed, it has already reportedly been 
enlisted to help Russia build a restricted 
internet modelled on the system that 
China uses to surveil its population.

As Huawei has grown over time, 
Ren’s fortunes have been transformed. 
The 74-year-old entrepreneur is worth 
an estimated £1.6bn and no longer has to 
endure the sorts of hardship he faced in 
his early military years. But he looks 
back on that time fondly. “I was happy 
then, because if you read too many 
books in other parts of the country, you 
could get criticised,” he has recalled. 
“The factory was probably one of the 
few places that people could read. We 
had to read to understand how this 
modern equipment worked.”

Perhaps, then, this is the ultimate 
irony of Ren’s eventful life; the legacy of 
a man who was liberated by books and 
technology may be a vast network of 
systems in which, for millions of people 
around the world, the liberty to read 
freely is gradually being taken away.

could there be other motivations?”
“Some people argue that [America] is 

trying to find leverage for US-China 
trade negotiations,” Xu added. “Some 
other people argue that if Huawei 
equipment was used in those countries, 
US agencies would find it harder to get 
access to the information of those people 
or find it harder to intercept their mobile 
communications.”

“I believe in the wisdom of the seven 
billion people in the world; I think they 
clearly can see these different types of 
possibilities.”

Ren has said the Chinese government 
has never called on him to spy on 
customers and that he would defy any 
attempts to force him to do so. “We will 
learn from Apple,” he has said. “We 
would rather shut Huawei down than do 
anything that would damage the 
interests of our customers in order to 
seek our own gains.”

But unlike in the US, where Apple  
had fought the FBI’s efforts to force it  
to unlock a terrorist’s iPhone, China  
does not have an independent courts 
system through which Ren could resist 
such demands.

Last year, the Financial Times and Le 
Monde Afrique reported that officials at 
the headquarters of the African Union, 
which had been funded by the Chinese 
government to the tune of $200m 
(£153m), accused China of downloading 
confidential data from its computer 
network every day for five years.

Huawei was the primary supplier of IT 
to the headquarters. “This doesn’t mean 
the company was complicit in any theft 
of data,” said Danielle Cave of the 
Australian Strategic Policy Institute in a 

A team-building activity at Huawei 
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C yber criminals are becoming 
increasingly creative in 
delivering sophisticated 

attacks through innocuous-looking 
documents, email messages, social 
media and even text messages. Their 
latest threat vector is everyday digital 
image files, including JPG, PNG and 
image PDFs. These are becoming the 
delivery source of targeted advanced 
persistent threats (APTs) on the way 
in, and tools for concealing critical 
information on the way out.

Traditional data loss prevention 
(DLP) solutions provide basic 
protection against the traditional 
threat of someone trying to send a 
file to an unauthorised individual. 
Today, data loss prevention requires 
a step change. Advanced deep 
content inspection (DCI) of email 
messages, attachments and web 
uploads/downloads is required to 
detect sophisticated threats such as 
ransomware, which is embedded 
in documents and images. Once 
detected, Clearswift’s adaptive 
redaction technology – developed 
to modify the content of files on the 
fly – can be used to redact only the 
malicious or sensitive data.

We often don’t give images a second 
thought; they are in presentations and 
documents all the time, but what sorts 
of risks can they pose? These days the 
multi-function printer enables remote 
printing, standard photocopying 
and the ability to scan and send to 
an email. When the device scans the 
document, it typically creates a PDF, 
but each page in the document is 

Dr Guy Bunker, 
chief technology 
officer at Clearswift,  
explains how  
digital imaging is 
providing a new 
threat landscape 
that needs to be 
dealt with

Understanding 
cyber security’s 
bigger picture

actually an image. These images  
are not picked up with traditional  
DLP solutions. 

Clearswift has a number of new 
innovative features which combat 
this next-generation data loss risks 
through images. Optical character 
recognition (OCR) is a technique for 
analysing images and extracting the 
text, such as it can be processed like 
a normal electronic document using 
DLP functionality. This issue is not 
restricted to scanned documents; 
other techniques such as screen 
shots can also be used to turn critical 
information into an image, but 
OCR enables them to be analysed 
and DLP will prevent data leaks. A 
further enhancement to OCR enables 
redaction of text in images. 

Images can also be used to “hide” 
information. Some of this can be 
found in the document properties,  
for example geographical co-ordinates 
as to where the picture was taken.  
This information can be used to 
identify locations and there have 
been several incidents with military 
personnel leaking information 
through these means.

Document sanitisation is a 
technique to remove document 
properties to prevent that mechanism 
of inadvertent data loss. However, 
images can also be used to hide 
information, with a technique called 
steganography. This is where tools can 
be used to subtly change the image, 
such that, to the naked eye, there is 
no visible difference, and then used to 
exfiltrate data.

Anti-steganography functionality 
will disrupt the image, so that no data 
can be extracted. Steganography is 
used in bot nets to communicate on 
the inbound traffic flow, the same 
anti-steganography techniques can be 
used to disrupt that communication 
channel to keep the organisation safe.

Images are often overlooked, but the 
next generation of threats has emerged 
and are now being used. 
For more information, please visit: 
www.clearswift.com
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I
t has been almost two years since 
the NotPetya malware reared 
its ugly virtual head. Described 

as “the most destructive and costly 
cyberattack in history”, NotPetya 
certainly hit prominent targets, 
wreaking havoc at Merck & Co, 
costing Maersk millions and grinding 
DLA Piper, a giant global law firm, to 
a halt, destroying its systems, cutting 
off its email and requiring over 15,000 
hours of overtime for its poor IT staff.

NotPetya breached the law firm 
via a payroll software update from 
its Ukrainian accounting firm, the 
most prominent example yet seen of 
supply chain compromise, a cyber 
risk that had flown under the radar of 
these corporate giants. Unfortunately, 
rather than serving as a wake-up call 
for the rest of us, the risk has since 
escalated. In fact, the NCSC ranks 
supply chains within the top five areas 
it recommends that boards address.

Research suggests that half of 
attacks now involve supply chains. 
This is because while they may be 
vast and complex, each link in a 
supply chain is comprised of a trusted 
relationship. After all, most businesses 
only transact with organisations that 
they trust. Yet precious few firms 
ever try and map their supply chains 
to determine how far and wide they 
extend, instead focusing their cyber 
security efforts on defending against 
untrusted outsiders.

Over 90 per cent of targeted 
cyberattacks still rely upon phishing 
email techniques to get past an 
organisation’s defences. The 

Dr Rois Ni Thuama, 
head of cyber 
governance at  
Red Sift, says  
it’s time to get  
wise to supply  
chain security 

Protecting 
yourself and the 
company you keep

difference today is that a scammer 
who compromises a machine on one 
network may well be able to use it 
to infiltrate a partner organisation’s 
network too. So while a business 
may have taken steps to protect itself 
against phishing threats – for example, 
implementing the DMARC email 
protocol so that its email domain can 
no longer be spoofed – the same can’t 
be said for everyone else in the chain.

Even where organisations are 
attempting to set standards for their 
partners, many are falling down 
through their inability to recognise  
the merits of what I like to call the 
“MOT approach”. An MOT test 
confirms a car's roadworthiness at a 
moment in time. It doesn’t provide  
an indicator of ongoing vehicular 
health, which is why you go back  
each year to get a new one. In today’s 
cyber domain, organisations are 
carrying out step one and vetting their 
suppliers but they are then making the 
mistake of trusting them indefinitely 
based upon a collection of “paper 
shields”– written notifications that at 
some point they upheld the requisite 
security standards.

Most organisations lack the time 
or resources to continuously recheck 
every partner for cyber security 
robustness. Nor can this type of 
risk assessment ever be infallible. 
However, that’s not an excuse for 
doing nothing. Every organisation 
needs a prioritisation system to decide 
which partners they’ll audit fully, for 
example, based on annual billings or 
the importance of the relationship. 

Beyond this, it’s worth 
remembering that everyone in the 
chain presents a risk. Hence why 
implementing standards such as 
Cyber Essentials or the government’s 
Minimum Cyber Security Standard 
– and insisting that all direct partners 
do the same – is the single best way to 
start stamping out our growing global 
supply chain insecurity. 
For more information, please contact: 
contact@redsift.com
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C
yber security may not be on 
the minds of most people in 
Westminster at the moment, but 

just as we find ourselves at a critical 
juncture for our nation, important 
decisions must now also be made to keep 
our country safe in the digital age for the 
decades to come. We often hear strong 
rhetoric from the Conservative Party. 
In 2016, the Tories announced their 
shiny £1.9bn National Cyber Security 
Strategy; they unveiled a cyber security 
wing of GCHQ, and at the time they 
even said that “we must set ourselves the 
highest standards of cyber security and 
ensure we adhere to them… [setting] an 
example for others to follow.”

So, at first glance, one might think 
that everything is under control. But 
once you scratch the surface, underneath 
lies a government failing to provide the 
leadership and vision needed. Just take a 
moment to assess how the Tories protect 
themselves before we look at how they 
protect us. Infamously, last year at the 
Conservative Party’s conference, the 

The government’s 
cyber security 
strategy to date has 
been disjointed 
and disorganised. 
The Labour Party 
would deliver 
much-needed 
clarity and 
direction, writes 
shadow cabinet 
office minister  
Jo Platt 

For better cyber  
security, change  
starts at the  
very top 

party’s app managed to leak cabinet 
ministers’ mobile phone numbers. 

In terms of government, in 2017, 
our NHS was hit by the WannaCry 
ransomware attack that led to 19,500 
cancelled appointments, left 600 GP 
surgeries without their IT systems and 
cost the NHS £92m. Yet the government 
has seemingly learnt nothing. Today, 
it still does not know how many 
computers in the public sector are 
running Windows XP, let alone if they 
are updated with the latest software to 
protect against another cyberattack.

More broadly, the government does 
not monitor how many attacks hit the 
public sector or the cost this incurs. 
Last month, it was reported that of the 
3,220 domain names registered under 
the gov.uk domain, 524 have unpatched 
vulnerabilities leaving our public sector 
bodies wide open to attack.

And in a series of answers to questions 
I have asked to all departments, we see 
starkly varying practice. The Ministry 
for Justice and Department for Health do 
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Government 
needs to lead 
by example

not require civil servants to undertake 
cyber security training. Compare that to 
the MoD and the Ministry of Housing 
where cyber security is included as part 
of core and updated training.

Clearly, the government has failed 
to get its own ship in order before it 
even tries to foster the cyber culture 
that organisations and the public 
need. Protecting us means leading 
by example, which may explain why 
the government’s own figures show a 
society unprepared for the risks we are 
seeing emerge.

The Cyber Security Breach Survey 
2019 found that one in three businesses 
identified cyber breaches last year and 
only 31 per cent of businesses have 
conducted a full cyber risk assessment. 
This total failure to ignite a cyber 
security revolution in company cultures 
can all be traced back to the flaws in the 
original 2016 strategy.

This strategy is premised on the 
delivery of cyber security for the many, 
but it is delivered by only a few mega 

firms. As we have seen with every 
outsourcing scandal, the government 
has consistently outsourced 
responsibility for delivering public 
services and securing public wellbeing 
and safety, and this same attitude 
underpins its neglect of cyber security.

This model was never going to return 
the high levels of security and assurance 
that we need across society. We can see 
how flawed this approach is just from 
the engagement levels with businesses. 

Incredibly, only 7 per cent of 
businesses have sought information 
from the government or the NCSC. This 
is exactly why I believe we now need 
to boldly reclaim the cyber security 
landscape for the public good. We cannot 
afford to wait until another WannaCry 
before we take decisive action. 

This begins right at the top. The 
government needs to lead by example 
and provide the leadership that has 
been lacking up until now. Currently, 
responsibility for cyber security is 
spread across six different government SH
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departments. From my conversations 
with key actors across the industry it is 
clear that this approach is not providing 
the coherent, unified message they need 
to up their game – a clear finding of the 
recent Joint Committee on National 
Security Strategy report.

Nobody in government is seen to 
be drawing this all together. When 
some point to the minister for the 
Cabinet Office, David Lidington, he 
is taken up by Brexit negotiations and 
his other wide-ranging ministerial 
responsibilities. For a task as critical 
and vast as the United Kingdom’s cyber 
resilience, we need a strategic centre to 
co-ordinate across multiple departments 
and ensure high standards and shared 
practices across government as a whole. 

A single minister for cyber security, 
with the commitment and authority to 
ensure our public sector is safe and to 
engage constructively with the private 
sector to bolster resilience, is a move 
which warrants serious consideration. 

A single minister might work closely 
with the National Cyber Security 
Centre but provide the authority and 
weight of government behind their 

recommendations to ensure the UK is 
one of the most prepared and resilient 
nations in the world. 

Whilst we in the Labour Party are 
looking closely at the best ways of 
meeting these challenges head on, 
one thing is for certain: where with 
the Conservatives we see chaos and 
disorder, the next Labour government 
will provide the laser-like focus needed 
to get on top of the threat, lead by 
example and begin the cultural cyber 
shift we desperately need across society.

These proposals will form part of 
a wider strategy that takes the public 
good approach that we need to provide 
the skills to match the threat, to engage 
comprehensively with business and 
the general public alike, and act with 
decisiveness to secure our critical 
national infrastructure.

As we enter a new era for our digital 
economy, with ever more people and 
devices connecting to the benefits of 
the internet each day, we urgently need 
a bold cyber strategy that harnesses 
the full weight of society to meet the 
challenge and that is exactly what the 
next Labour government will deliver.

A minister for 
cyber security 
could hold  
the answer
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B
arely a day goes by without 
news of cyber crime; from 
digital fingerprints, passwords 

and other private information being 
stolen by people with bad intentions, to 
elaborate email scams and ransomware 
attacks directed at companies 
worldwide. With ever-increasing 
cyber threats, the importance of 
good defence systems and preventive 
measures has increased. Firewalls 
and data encryption will get you so 
far but technical solutions alone are 
not enough to mitigate the risks. 
Studies show that the vast majority of 
breaches rely on human errors. 

Despite advances in technology, 
cyber security is now first and 
foremost about people. Cyber security 
fundamentals need to be incorporated 
into the education system and people 
need to be trained, educated and 
made aware of the threats so that they 
remember and act correctly when 
it matters the most. With all this 
new technology, data thieves and 
hackers now rely almost exclusively 
on unsuspecting people to carry out 
their attacks. This means that no 
matter how up-to-date your systems 
and firewalls are, you might actually 
be the weakest link when it comes to 
your own cyber security. It only takes 
one unaware employee to breach a 
company and carry out an attack that 
could end up costing millions.

AwareGO is a cloud-based cyber 
security awareness system that offers 
unique content designed to keep up 
the cyber security awareness level. 
Companies can start awareness 

Ragnar Sigurdsson, 
CEO of AwareGO, 
explains why 
humans should 
be a critical 
consideration in 
achieving cyber 
resilience

Companies are 
only as strong as 
their weakest link

campaigns within minutes with the 
simple and intuitive deployment 
platform and larger corporations can 
use the platform independent player 
to run on their own software, whether 
it is a learning management system, 
SharePoint, Facebook workplace or 
other enterprise software. There is no 
need for costly and time-consuming 
integration of a new system or long 
group lectures. This is also an easy way 
to implement and become compliant 
with GDPR requirements in the office.

AwareGO borrows from the 
masters of advertising and uses short 
story-driven videos to hammer home 
employee security awareness training 
at their desk. This way the learning 
stays top-of-mind and can be easily 
retrieved right when your employee 
is confronted with a potential cyber 
security threat.

A dash of humour is the icing on 
the cake, not just because security 
awareness training can be boring, 
but it has been proven that people 
retain more learning when it’s fun.

Many of AwareGO’s clients, 
particularly in the finance and 
insurance sectors, also use this new 
platform and content to educate their 
own customers about costly threats 
as a part of their social responsibility 
efforts. AwareGO’s services can be 
easily employed in this regard without 
adding strain or dividing the focus of 
your marketing department.

AwareGO is the first security 
awareness company to offer this 
solution on pay-per-view basis, 
making it easy for companies to 
buy a certain amount of views on 
different subjects, depending on their 
customer’s needs. 

Cyber security is a constantly 
evolving field and AwareGO releases 
new videos regularly as new threats 
arise. It is time we change the cyber 
security culture from solely relying 
on new technology to protect us and 
our businesses from cyberattacks. 
We need to recognise ourselves as the 
first line of defence and become better 
aware of how cyber attacks happen.
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Andrew Rogoyski and Mark West, innovation 

director and head of cyber engineering at Roke, 

discuss the dangers of digital connectivity and 

how to deal with them

Delivering 
cyber security 
on the streets

IN ASSOCIATION WITH
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technologies to increase vehicle 
autonomy, namely navigation systems 
that reroute you automatically to refuel, 
automatic speed adjustments to reduce 
congestion, and group braking to avoid 
collisions at whatever speed. 
 
What are the risks involved? 
Andrew: There’s often a rush for 
manufacturers to be first on the shelf, or 
rather, on the street, and that means that 
security, which costs time, money and 
expertise, might take a backseat in the 
manufacturing process. Interconnected 
devices and smart cities can bring about 
huge advantages and enhance people’s 
daily lives by aligning data about their 
habits and preferences, but it’s 
important to appreciate that this 
information is attractive to a range of 
people who might want to exploit it.
Mark: Many devices and systems are not 
cyber-resilient, which means they could 
end up posing a threat to the same 
citizens they are intended to help. 
Hacking traffic lights in a smart city, for 
example, has the potential to cause 
gridlock or road accidents. Denying 
people access to a service is the bread and 

What are the opportunities associated 
with a wider network of IoT technologies? 
Mark: Smart cities, i.e. those built with 
and around digital infrastructure, have 
the potential to dramatically enhance 
people’s lives. Interconnected devices 
and sensors via the IoT translate 
information, collected and collated in 
real time, to inform useful, real-life 
decisions. As urban centres balloon in 
population, many smart measures can 
be installed to make sure that place’s 
traffic is managed more effectively, its 
resource consumption is more efficient 
and its citizens experience the wide-
ranging benefits of integrated services. 
Andrew: The advent of autonomous, 
electric and digitally enhanced cars 
represents one of the transport sector’s 
most significant breakthroughs. And 
smart cities’ digital infrastructure can 
help to inform driving decisions as basic 
as what route to take with satellite 
navigation technology and easing the 
process of finding a parking spot, to 
more detailed personalisation of 
technology, such as predictive 
maintenance. The next step in driver 
assistance, we can expect, will be SH
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butter of ransomware. 
While personalised and responsive 

technologies that utilise data to deliver 
services to someone’s specification are  
a triumph on one hand, it is impossible 
to ignore the possibility for intrusion. If 
a hacker can penetrate a system, which  
is interlinked, with many devices which 
in turn contain the information of many 
people, then that represents a potential 
goldmine of sensitive data for them to 
exploit and extort. 

As well as data loss and manipulation, 
there’s also a physical safety risk. If a 
hacker successfully takes control of a car 
– say, they erase a bit of software that 
relates to the brakes – then everyone in 
that car and near it is at risk. 
Andrew: Criminals can be very 
imaginative but they will keep things 
simple. Causing accidents is already a 
proven criminal practice. These accidents 
are not digital or cyber-related; they’re 
just deliberate rear-ending, for example. 
It is possible that this kind of attack 
might be performed digitally, though, 
causing an accident by causing a driver 
distraction or car malfunction – the same 
end result is an accident where the victim 

is blamed for what happens to them.
 
How can you manage those risks? 
Mark: I think the first step towards 
managing those risks is to acknowledge 
that they exist. Interconnectivity 
between devices, we’ve established,  
can be a catalyst for convenience, but  
it also opens up a whole new raft of 
vulnerabilities.

While governments, businesses and 
citizens should endeavour to keep all 
of their devices up to date in terms of 
their software and operating systems, 
it might be wise to assume that at least 
some vulnerabilities will persist. If we 
accept that some devices are inherently 
risky, it will challenge our model for 
trust and influence a positive change in 
behaviour. Cyber security awareness is 
important, and this is aided by readily 
available education and information. 
Andrew: Of course, it’d be hard to get a 
risk factor down to zero, but you can 
certainly try to mitigate vulnerabilities. 
The responsibility for cyber security is 
shared. The manufacturers need to 
design their products and services 
securely, the smart city needs to 
monitor its components vigilantly and 
the end-user should be careful as to their 
own behaviour in terms of what 
information they choose to share and 
which devices they opt to inter-connect.
Mark: When it comes to securing 
products by design, segregating different 
systems and technology could be a 
useful step towards protecting them. 
Within the context of an autonomous 
vehicle, you’d think it would be wise to 
separate the traffic management 
technology from the braking or steering 
system. If you don’t mix the two, you 
minimise the possibility of there being a 
clash later down the line. Segregation –
alongside advanced hardware and 
cryptography – will be needed to achieve 
the right level of security. 
Andrew: There’s an idea that the 
individual sensors, which are spread  
out and high-volume across a smart  
city, for example, need to be cheap and 
low-power. They’re feeding back 
information into some central system  

so it can make decisions about, say, street 
lights. To mitigate for a component 
failure – when one aspect of a digital 
system stops working – smart cities, 
systems and their interdependencies will 
have to be resilient to outages and odd 
behaviours that might occur if attacked. 
If you establish a baseline for normal 
performance, it’s easier to tell if 
something goes wrong. Automated 
checks can help to manage this. 

Being secure by design is very 
important when it comes to autonomous 
vehicles. When someone’s life is on the 
line – as it is in an AV – you cannot afford 
to tolerate flaws in their systems. 
 
What is the role of government in 
achieving greater cyber security?  
Andrew: One of the most critical steps to 
take is the development of clear, 
international standards for autonomous 
vehicles. Governments need to 
collaborate further on this.
Mark: In the context of the wider IoT, I 
don’t think it’s necessarily a case of 
tighter regulation, but a grading system 
could help. How do we know which 
product or service is more secure? 
Incentivising cyber security at the 
manufacturing stage will, you’d hope, 
prevent products from being rushed to 
market before they are sufficiently 
cyber-resilient. People would take the 
grading system into account before 
committing to product or service. 
 
What is the role of industry?  
Andrew: Roke is part of the 5StarS 
Consortium which also includes 
HORIBA MIRA, Ricardo, Thatcham 
Research and Axillium Research. We’ve 
received a funding grant from Innovate 
UK, the government’s innovation 
agency, to launch the Automotive Cyber 
Security through Assurance project, 
which will address the cyber security 
risks associated with the proliferation of 
connected and autonomous vehicles. 
Mark: We’re committed to improving 
the cyber security of a vehicle over the 
lifetime of its use, from its time on the 
drawing board all the way through to 
being recycled! 
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W
hile the short-term costs of a 
cyberattack can be significant 
for a company – causing losses 

in productivity and revenue, the need to 
compensate customers and even to pay 
fines – the reputational damage that 
comes from having lost sensitive data 
represents a long-term risk to the public 
perception of the business.

When TalkTalk was hit by a 
cyberattack in October 2015, the direct 
impact was worrying for the company 
– alongside the costs of detecting and 
securing the breach came a £400,000 
penalty paid to the Information 
Commissioner’s Office – but the longer-
term costs from reputational damage 
have been much more severe. More than 
100,000 customers have gone elsewhere, 
and the company’s share price is less 
than half what it was at the time of the 
breach. The hack itself ultimately proved 
to be less extensive than first feared, but 

Communication in 
a crisis is a key part 
of cyber resilience. 
Rohan Banerjee 
asks experts in 
cyber security PR 
how to deal with 
the public side of  
a cyberattack

How to tell your  
customers you’ve  
been hacked

customers were left less than impressed 
by the company’s poor handling of the 
attack in its early stages, which included 
delaying the announcement until after 
the police got involved and a refusal 
to end customer contracts without 
incurring charges.

The impact of bad publicity is never 
completely quantifiable, but a poorly 
handled cyberattack can affect how a 
company is perceived by customers and 
investors for years after it happens. An 
effective communications strategy is 
crucial, then, to a company’s capacity to 
cope with a cyberattack.  

Being prepared
Neil Stinchcombe is the co-founder  
of Ekenzi PR, a specialist agency that 
deals with cyber security. Stinchcombe 
says there is a growing consensus that 
true cyber resilience “should operate 
from the position that it is a case of 
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“You’ve got 
to appear in 
control”

when, rather than if, a security issue 
occurs.” Preparing for a worst-case 
scenario, even if a company has all the 
most sophisticated counter measures 
installed, will allow some “breathing 
space” for when that worst-case scenario 
eventually happens. 

While it is important to inform the 
public and minimise panic, Stinchombe 
says it’s also crucial that people working 
in the affected company have a full 
picture of events. “Make sure that your 
[communications] strategy also covers 
internal dialogue, social media and [what 
you tell] journalists. A clear and 
consistent message, company-wide, will 
make a huge difference to the impact on 
your company’s reputation. You’ve got 
to appear in control.” 

Barnaby Fry, head of crisis and risk at 
MHP, a strategic communications 
consultancy that works with American 
Express, Aviva and Uswitch, reiterates 

that it’s crucial to prepare in advance. 
Reputational recovery, he says, “starts in 
the first few hours of [detecting] the 
issue. Handle it well, and the long-term 
recovery will be less of a hill to climb”. 
It’s also important, he says, to listen to 
experts. “Your communications 
protocols for cyberattacks and data loss 
must be fully aligned with the technical 
and operational response, which should 
include customer services.”

Nic Daley, cyber security lead at H+K 
Strategies, agrees that companies should 
pre-assign roles to different teams 
within a company’s staff, so that in the 
event of a cyberattack, “everyone should 
know what they’re supposed to do”. 

“People should be able to pass the 
baton”, he observes. “The legal team can 
advise on the legislative reporting 
timelines and requirements, such as 
notifying the regulator and so on. There 
has to be a fine balance of managing the 
message” but for Daley, “that message 
has to be led from a PR perspective”. 

While speed and transparency are 
both valued in measuring the quality of a 
company’s response to a cyberattack, 
there are still cautionary tales to be 
appreciated about rushing to issue a 
response and revealing too much. “We 
often see companies rushing to 
communicate,” Daley says, “which is a 
noble but potentially naïve pursuit. 
Companies need to adhere to the 
legislation, such as the General Data 
Protection Regulation (GDPR), in 
respect of regulator notification and 
honour the terms and conditions of any 
contracts. But the GDPR states that 
individuals must be notified ‘without 
undue further delay’, which, to be 
honest, won’t always mean that you’re 
advising people within 72 hours.” 

Giving an incomplete picture could in 
some situations be less responsible than 
waiting for the truth. “There is often a 
significant amount of IT forensic work 
that’s required to understand the nature 
and scope of an attack. We’ve dealt with 
cases where firms have been held to 
ransom by hackers over the course of 
several weeks, without necessarily being 
able to determine the information that’s 
been compromised.” In cases like this, SH
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Daley says, “there are serious judgement 
calls to make on an almost daily basis.” 

As well as having clear messaging, 
Daley says companies need to think 
about the communications 
“infrastructure” needed to manage 
customer demands and the media. “Do 
you have the right call centres set up if 
required? Is the social media team 
briefed with responses to the storm that 
might hit online?”

Barnaby Fry adds that companies can 
make the mistake of “over-speculating” 
before the facts of the attack have been 
established. “It’s a mistake to try and 
pre-judge a cyber crisis. If you don’t 
know, just say you don’t know, and focus 
on how you will find out and what you 
will do about it. It’s easy to blame a 
cyberattack on some sophisticated 
criminal organisation or aggressive 
foreign state, but it could have been 
orchestrated by a teenage hacker in his 
bedroom.” Quite; TalkTalk was left 
red-faced after the attack it suffered in 
2015 was found to have been 
orchestrated by a small network of 
hackers, some of whom were still 
schoolboys. “The key is to share only 
what you know is 100 per cent correct.” 

Cyberattacks, according to Daley, 
provide insight into the “fascinating 
dynamic” of victimhood. “In the event 
of a cyberattack,” he explains, “both the 
business and the customers see 
themselves as the primary victim. The 
challenge for the business is to adopt the 
mindset of the customer. Reputational 
recovery involves re-establishing trust, 
which means adopting a personal, 
human-led communication strategy to 
demonstrate to customers that you 
understand their concerns, and are 
genuinely doing all you can do to prevent 
it from happening again.”  

Saying sorry 
Language, the PR experts concur, must 
be chosen carefully in the wake of a cyber 
incident. While details remain unclear, 
Neil Stinchcombe advises, “the worst 
mistake to make is to refer to a breach as 
a breach, rather than an incident, as this 
immediately makes it a notifiable event 

to the regulatory authorities”. If a data 
breach is identified, the law requires that 
companies disclose it, but Stinchcombe 
says it is important to establish the facts 
first before going public. “You need be as 
accurate as possible before you report a 
breach to a regulator, your customers 
and the media.” 

An excess of jargon or corporate 
speak, Daley warns, prevents empathy 
from being conveyed. “Businesses 
should scrap the word ‘notification’, 
and replace it with ‘dialogue’. It has to 
feel two-way and relational. There’s 
no merit in a fashion brand sending 
a mass email talking about a ‘DDoS-
related cyber incident’. Businesses need 

“Never call a 
breach  
a breach”
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A data breach at Yahoo in August  

2013 affected 3bn customers
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to communicate the facts about what’s 
happened, what the business is doing 
about it, and empathise with customers 
who will understandably consider 
themselves more vulnerable than the 
multi-million pound company.” 

Alongside empathy, Daley says, 
companies must also show contrition. 
While “lawyers might be reluctant” for a 
business to admit culpability, he 
suggests, “saying sorry is often the first 
step to repairing reputational damage.” 

As sales and services continue to move 
online, more and more people are 
uploading sensitive and personal 
information to companies’ cloud 
systems. There is an expectation, 

“rightly or wrongly”, Daley says, for data 
to be “kept safe”, and for companies to 
invest in security and resilience. 

Stinchombe agrees that prevention 
remains the ideal goal, and that regardless 
of the size of a business, all companies 
should be “agile” and responsive to the 
requirements of security. “Cyber 
security is principally about people, 
processes and technology. Larger 
companies are more likely to have the 
resources needed, provided that senior 
management view it as a priority. As 
companies get smaller, they are more 
likely to lack the resources, so may need 
to use a third-party provider to offer the 
skills and technology they need.” 

But as criminals develop their own 
cyber skills, the need for people and 
processes that ensure effective 
communications is growing. When a 
cyberattack happens, a swift technical 
response must be complemented by the 
explanation and demystification of 
complicated issues, the release of 
information, and a candid and empathetic 
approach to the needs of the people 
affected. As Fry puts it: “Any compromise 
of data has the potential to inflict heavy 
reputational damage that can hit your 
bottom line, so it is worth investing the 
time, money and effort to ensure that 
you have a robust communications 
protocol and playbook in place.” 
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What are quantum computers? 
Quantum computers are a new type of 
computer that exploits quantum 
physics to achieve huge speedup, 
conceptualised in the 1980s by Richard 
Feynman. They have so far remained 
an abstract concept, but Google, 
Microsoft, Intel and IBM are now 
investing considerably in them.

The security of many cryptographic 
protocols in use today relies on 
the computational hardness of 
mathematical problems such as 
integer factorisation. These problems 
can be solved using quantum 
computers, and therefore most of our 
security infrastructures will become 
completely insecure once large-scale 
quantum computers are built.  
 
What is post-quantum cryptography? 
Post-quantum cryptography aims at 
developing security protocols that will 
remain secure even after large-scale 
quantum computers are built. In 2017, 
the American National Institute for 
Standards and Technology (NIST) 
initiated a project to “solicit, evaluate, 
and standardise one or more 
quantum-resistant cryptographic 
algorithms”. Researchers from both 
academia and industry worldwide 
have been contributing to the project, 
which is expected to conclude with 
new post-quantum cryptographic 
standards by 2021.  
 
How is Birmingham involved? 
The Birmingham Centre for Cyber 
Security and Privacy is replete with 
long-standing cyber security expertise 

The University 
of Birmingham’s 
Christophe Petit  
and Sujoy Sinha Roy, 
discuss the evolving  
threat posed by 
quantum computers 
to cyber security 
and the future of 
cryptography

 
How to prevent a 
crypto-apocalypse  

including in the underlying 
mathematics, protocol analysis, 
hardware implementations and 
side-channel attack fields. 

We are working on a range of 
digital infrastructure projects to 
cope with the post-quantum era. 
As part of a European research 
consortium, FutureTPM, we are 
developing the next generation of 
trusted platform modules (TPMs) – an 
essential component which provides 
a cryptographic toolkit to ensure the 
security of passwords, encrypted 
drives and software licenses. We 
are also exploring applications of 
post-quantum cryptography in 
safety-critical railway systems and 
automotive security. 

We jointly designed Saber, a 
lattice-based cryptographic algorithm 
achieving a high security, simplicity, 
efficiency and flexibility. Saber is one 
of the algorithms selected by NIST 
in the second round of their project. 
We have also identified weaknesses 
in other schemes submitted to NIST. 
Finally, we have very strong expertise 
in isogeny-based cryptography, 
a promising approach which we 
will develop with government and 
industry support. 
 
What should industry do?
Many companies rely on cryptography 
for secure communications and data 
storage. Post-quantum cryptography is 
a relatively new research area and 
hence mathematical and physical 
security as well as practical efficiency 
aspects of these new cryptographic 
algorithms need to be studied more. 
While big IT companies have been 
engaging with NIST standardisation 
process, the best advice to most small 
and medium industry today is be 
prepared to upgrade when the NIST 
project completes. We welcome 
enquiries from potential collaborators 
or users of our research, including 
from industry about their security 
needs or problems. 
For more information, please visit: 
https://sec.cs.bham.ac.uk/ 

IN ASSOCIATION WITH
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SECTOR GUIDE

CYBER SECURITY

The latest contracts, jobs and training

CYBER SECURITY  
OPEN TENDERS

1. Ministry of Defence  
DE&S 270001 Certification
Bid deadline: 7th May 
Tender value: Up to £200k 
The MoD’s Defence Equipment and 
Support team is seeking a partner to 
assess and update as necessary the cyber 
security capabilities of a range of 
technologies used by the armed forces. 
Email: shannon.sawyer100@mod.gov.uk 

2. Scottish Government 
Digital Technology Services
Bid deadline: Ongoing 
Tender value: Undisclosed 
The Scottish Government is seeking 
cyber security specialists to help 
improve its IT architecture, including 
hardware and software upgrades and 
staff training over the course of a 
two-year contract. 
Email: margaretann.mckeown@gov.scot 

3. European Centre for Medium-Range 
Weather Forecasts 
Procurement of Network Fabric Layer 
and Internet Edge Layer 
Bid deadline: 8th May 
Tender Value: Undisclosed 
The ECMWF is looking for a long-term 
partner to supply and maintain cyber-
secure IT equipment and services used as 
part of its monitoring technologies 
Email: procurement@ecmwf.int 
 
 

EDUCATION AND TRAINING 
OPPORTUNITIES 

1. PhD studentship in Computer Science, 
University of Bristol 
Bristol’s Cryptography and Information 
Security Group is accepting year-round 
applications for PhD research projects 
relating to encrypted communications 
and photonics.  

2. MSc Internet of Things with Cyber 
Security, Bournemouth University 
Bournemouth is accepting applications 
for this taught one-year postgraduate 
course which focuses on the security 
capabilities of  smart cities and digitised 
public services. 
 
3. GCHQ-certified Awareness Training, 
National Cyber Security Centre
The NCSC offers a range of short 
courses, lasting up to six weeks, in 
workplace-based cyber security for all 
different levels of a company’s staff.

JOBS NOW OPEN FOR 
APPLICATIONS

1. Inspector for Cyber Security, 
Department for Environment, Food and 
Rural Affairs 
Salary: £37,987-£43,520  
Location: London  
Closing date: 20th May 
The position holder will assess and 
review the cyber security credentials 
of water companies using smart 
technologies to manage their networks 
and services.

2. SOC Lead Security Analyst, Foreign and 
Commonwealth Office 
Salary: £37,730-£42,000 
Location: Milton Keynes 
Closing date: 7th May  
The successful candidate will lead a  
team of IT technicians and software 
engineers to conduct audits relating to 
a range of government departments’ 
computer systems. 
 
3. Lecturer in Information Security, Royal 
Holloway, University of London 
Salary: £42,926-£50,811 
Location: Egham 
Closing date: 7th May 
The successful candidate will contribute 
to the research and teaching of Royal 
Holloway’s Information Security 
Group, working on projects including 
cryptography and smart cities.

Tender and framework data 
supplied by Tussell
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What is removable media and what 
are the risks associated with it?
Removable media relates to portable 
devices such as USB sticks, 
smartphones and external hard drives. 
At their best, they represent 
convenient means of moving personal 
and business-related information for 
the increasingly mobile citizen or 
employee. At their worst, if misplaced, 
or stolen, they represent a treasure 
trove for opportunistic data thieves. 

At Kingston Technology, a world 
leader in memory products and 
technology solutions, we sold millions 
of portable devices last year across the 
Europe, Middle East and Africa 
(EMEA) regions. Yet, staggeringly, 
only a small percentage of those 
purchases were for the hardware-
encrypted or password-managed 
solutions in our range.

What do you think is the reason for 
this oversight?
I think a lot of people tend to 
underestimate a problem until it’s 
happened to them. But losing a USB 
stick or a laptop or having their data 
stolen would be a harsh lesson to learn. 
It would be better to avoid that 
situation if possible. I think the key to 
improving the situation would be for 
companies to invest not only in 
hardware-encrypted technologies but 
in the time it takes to inculcate a 
change in the culture of their 
organisation. Raising awareness and 
stressing the scale of the risk – consider 
the USB stick lost by a Heathrow 
Airport employee that contained 

Robert Allen, 
director of 
marketing and 
technical services 
at Kingston 
Technology, 
discusses the need 
for greater vigilance 
when it comes to 
portable devices

Why mobile 
security  
matters

swathes of sensitive information – is 
crucial to improving cyber resilience.

Are hardware-encrypted USBs and SSDs 
an investment worth making over, say, 
cloud-based systems?
I don’t think it’s necessarily a case of 
either/or. But it’s important to 
appreciate that rolling out a cloud-
based system incurs a greater cost and 
may involve extensive re-training of a 
workforce. On the flip side, USBs and 
SSDs are already commonplace. 
Rolling out encrypted models, which 
in comparison, costs far less, is an 
investment worth making. Your 
average USB stick retails at £3-15, 
depending on size. In the scheme of 
things, an extra £10-20 for the 
encrypted version is nothing. 

Organisations need to be serious 
about their cyber security strategies. A 
failure to protect sensitive data carries 
not only the immediate risk of it being 
stolen, but also represents long-term 
reputational damage stemming from a 
lack of trust. Agreeing standards on 
good cyber hygiene is paramount to 
the success of any company.

What makes Kingston’s products more 
effective than others? 
Our range of encrypted products is 
tailor-made for any level of cyber 
security, sensitive to individual or 
organisational needs. Armed with over 
30 years of experience in the cyber 
security field, we use sophisticated 256 
AES hardware-based encryption in 
XTS mode technologies to safeguard
our encrypted USB products and 
deploy SED & TCG OPAL in our 
encrypted SSDs. There are a host of 
features, including self-destruction 
after 10 unsuccessful attempts as well 
as using an epoxy resin in the devices 
that prevents tampering by crumbling 
all of the internal chips. We are 
committed to making sure that 
information remains in the hands of 
those it is intended to.  
For more information, please visit: 
www.kingston.com/en/usb/encrypted_
security

IN ASSOCIATION WITH

39 Kingston Digital.indd   39 18/04/2019   16:31:15



40 | Spotlight | Cyber Security

E-VOTING

Transparency and end-to-end verifi ability are essential 
ingredients in electronic voting systems, according to 
Steve Schneider, director of the Surrey Centre for Cyber 
Security at the University of Surrey

Is electronic 
voting a 
political risk? 

system must be trusted even in the face 
of the ever-increasing range of cyber 
threats. These include the possibility of 
system penetration from well-resourced 
adversaries; the possible presence of 
spoof voting sites; malware on voting 
devices or within the central system; 
and insider threats from those with 
privileged access to the system. 

Running elections electronically 
centralises their administration. This 
means that a single attack vector can 
have a wide impact by affecting voters 
systematically through their voting 
platforms, or by gaining access to large 
numbers of votes. Today’s reality is 
that these threats are already credible 
and active in cyberspace and we must 
design systems for security with this in 
mind. Current paper-based elections in 
the UK are not open to the same kind of 
systematic attacks at scale, because they 
are distributed widely with no central 
point of control. Even so, election fraud 
does occur, as cases in Birmingham and 
Tower Hamlets have shown. But in these 
instances, effects were localised and 
would be difficult to upscale.

 Standard cyber defence mechanisms 

T
he world is changing. More and 
more services are moving online. 
So it seems anachronistic that in 

the United Kingdom, we still cast our 
votes on paper in church halls. 

Many people may wonder why 
electronic voting is not already a reality 
in the UK. E-voting in the polling booth 
or over the internet offers the prospect 
of accessibility and convenience for 
voters, and new opportunities for voter 
engagement. It also offers effi ciency gains 
for election administrators in collecting 
and counting votes electronically rather 
than by hand. 

Yet the cyber security challenges for 
electronic voting are difficult because 
of the need to enable voters to vote in a 
free and fair way, protecting the secrecy 
of their ballot while ensuring that it 
delivers the correct result. And it needs 
to do all this in a way that gains the trust 
of the public. The current system in the 
UK, for all its flaws, is well understood 
and trusted.

Election integrity is paramount, 
requiring authentication of eligible 
voters, and assurance in the handling 
and tallying of votes. Any e-voting 
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E-VOTING

and processes around electronic voting 
systems should be deployed, as with any 
critical infrastructure, but no system is 
100 per cent secure. Even with state-
of-the-art defences we must always 
consider the possible consequences of a 
successful attack. 

Distributed denial of service attacks, 
which take down a website or service 
by overwhelming it with requests, will 
be a challenge for electronic voting 
systems, especially given that elections 
have strict time windows, and so a 
well-timed attack can be difficult to 
mitigate without re-running the ballot. 
We also have to consider the possibility 
that the election result itself could be 
manipulated through tampering with 
the votes or the tallying process.

The conversation around online voting 
sometimes refers to online banking as 
an example of what is possible. As it 
stands, however, this does not hold up 
as an analogy. It is banks, rather than 
their customers, that bear the cyber risk, 
accepting this as part of the cost  
of doing business. Online banking 
provides statements that customers 
can check, as well as transparency and 
traceability of transactions, and if fraud 
occurs then this should be detectable and 
can be compensated. 

Online voting does not provide any of 
these assurances. Pursuing the analogy, 
it is essential to be able to detect any 
attack that interferes with the result of 
the election. This is difficult because the 
votes also need to be secret: voters must 
be able to cast a ballot such that no-one 
can know how they voted, not even 
election officials.

Modern cryptography and voting 
systems research provide technical ways 
in which this can be done. A focus on 
end-to-end verifiability for electronic 
voting systems provides a particular 
“trust but verify” approach to electronic 
voting systems that gives a higher level 
of assurance. In this approach voters can 
check that their vote has been recorded 
exactly as it was cast. 

The voting system also publishes 
evidence that can be checked by voters 
or other independent parties, who can 

detect whether any vote tampering has 
occurred, and can confirm that the votes 
have been tallied correctly and match 
the reported result. This means that 
any outside interference or tampering 
of votes during the voting process, for 
example due to malware on the voting 
device or through a penetration attack, 
would be detectable. 

 Because of the need for ballot secrecy, 
the votes typically need to be encrypted 
when they are cast so that voters cannot 
be linked to visible votes. After voting 
has closed, the encrypted votes need to 
be tallied while still protecting ballot 
secrecy. One approach is to make use 
of homomorphic encryption, which 
allows the votes to be added up while 
remaining encrypted – the final result 
is then decrypted by the election 
authorities, but the individual votes 
remain secret. 

Online voting 
is more 
difficult than 
banking
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An alternative approach is to make 
use of a cryptographic mix-net, which 
shuffles the encrypted votes (an 
electronic version of shaking a ballot box) 
so they are no longer linked to voters. 
The votes can then be individually 
decrypted without giving away the 
corresponding voter, again protecting 
ballot secrecy. Alongside the reported 
results, each of these approaches publish 
evidence that the calculations have been 
done correctly. This means that if the 
homomorphic tallying, or the mixnet 
shuffling, have been attacked, then this 
would be detected.

Another significant challenge for 
electronic voting in the UK is the 
management of voter identity. While 
voter impersonation in person would 
be difficult to scale, it is a much more 
pressing problem for voting online. 
Estonia, which has offered online voting 

in elections since 2005, establishes voter 
identity using the national electronic 
identity card, which all citizens are 
required to have. This links into the 
electoral roll and is used to authenticate 
eligible voters. In the case of the UK 
there is no equivalent identity platform 
and so it would be necessary to provide 
voters with specific election credentials. 
The security of the electoral roll, and 
control over its management and 
veracity of its data, is critical as the 
reference point for eligibility to vote.

Voting is a social activity, and the 
general public need to have confidence  
in the systems and processes that they 
use for elections. Technical solutions  
for electronic voting also need to gain 
public comprehension and acceptance, 
and this requires transparency and  
public engagement. 

Swiss Post, which provides internet 
voting in Switzerland, recently ran a 
Public Intrusion Test on their e-voting 
system proposed for national use this 
year. In accordance with the licencing 
and certification requirements of the 
Swiss Chancellery, the source code was 
made available for inspection, allowing 
experts to examine the code. This 
resulted in the discovery by independent 
security researchers of a vulnerability in 
a cryptographic backdoor, which could 
allow legitimate ballots to be replaced 
without detection by a malicious party 
with access to the system’s critical 
infrastructure. 

The discovery contributed to the 
decision not to use the system in 
regional canton elections in May. The 
Swiss Chancellery deserves credit for 
requiring the code to be made available 
for such inspection; code transparency 
for independent public scrutiny is a key 
step towards establishing trust in such 
critical systems. Democracy deserves 
nothing less.
 
Steve Schneider led the team that 
developed the end-to-end verifiable 
voting system vVote, piloted in the 2014 
State election in Victoria, Australia. He 
is now leading the VOLT research project 
into Voting on Ledger Technologies.

 
Switzerland 
rejected 
e-voting
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T
he government’s recent Cyber 
Governance Health Check 
revealed that boards at some 

of the United Kingdom’s biggest 
companies still don’t fully understand 
the potential impact of a cyberattack. 
That’s a huge problem and in many 
ways surprising considering the air 
time and column inches given to hacks 
in recent years.

With over £100bn forecast to be 
spent on security platforms globally 
by 2022, the challenge is to ensure 
money is spent well and not just on 
adding more products to an already 
complex security infrastructure. 
Between 30 and 80 different security 
tools are typically used by companies 
each day. This is in stark contrast with 
other IT priorities where consolidation 
has driven efficiency and value. 

Over the past decade the security 
market and its customers have focused 
on reacting to a sophisticated threat 
landscape, with little done to help 
companies reduce their attack surface. 
Rather than enforcing “known good” 
behaviours, organisations are chasing 
threats, adding more needless tools 
and focusing on the “bad” in a battle 
they can never win. 

There is also an issue in the way 
organisations build infrastructure, 
without regard for the types of 
applications it will support, the 
architecture and means of user 
access. Cyber security is too often 
an afterthought, involving many 
products, tools and interfaces, and the 
associated management complexity.

With the ubiquity of web and 

If you want cyber 
security to work, it 
needs to be about 
fewer products 
delivering more 
value, writes 
Jordi Ferrer, 
vice president and 
general manager 
for UK&I 
at VMware

An intrinsic 
approach to 
cyber security

cloud applications, and services now 
used, businesses are also struggling 
to fill positions that require security 
expertise. With 3.5m open security 
positions globally, the gap between 
the demand and the supply of suitably 
skilled workers is vast.

Enforcing “known good”
Companies should look to shift 
their cyber security strategy from 
reactive to preventative, an approach 
that enforces the “known good” 
of application behaviour – known 
network traffic, what systems should 
talk to each other, how application 
code is behaving. It is far easier to 
identify the “abnormal” if you know 
what “normal” looks like.

Companies also should align their 
cyber security strategy to applications 
and data, rather than tethering it 
to infrastructure and endpoints, 
changing the focus to what matters 
most, and drastically simplifying 
security efforts.

The only way to effectively do this, 
and continue to allow innovation to 
thrive, is to make security intrinsic, 
being built in not built on, from 
endpoint to the cloud, with complete 
visibility of applications, users and 
devices to shrink the attack surface. 
This can be done using intelligent 
automation, which adapts policy 
as needed and optimises resources, 
allowing cyber security experts to 
focus on delivering value.

Being proactive
Security in its current form is simply 
not working. To take the advantage 
back from the attackers, companies 
must take an intrinsic approach to 
cyber security. Only by locking down 
the “known good” can business 
leaders hope to traverse the security 
silos haunting their operations today 
and gain the upper hand.
For more information, please visit:
www.vmware.com/uk

IN ASSOCIATION WITH
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COMMENT

L ast month, a 24-year-old man 
named Zain Qaiser was jailed for 
extorting at least £700,000 by 

installing ransomware on people’s 
computers. Most of Qaiser’s victims did 
not report the theft to the police, because 
they thought he was the police. He 
gained access to their computers through 
adverts he’d bought on porn websites, 
which installed malware when clicked 
on, and threatened the user with arrest if 
they didn’t pay a “fi ne”. 

Blackmailers profi t from other people’s 
shame. Porn users are ideal victims, 
because although porn is one of the most 
popular types of content on the internet 
– the biggest porn website, PornHub, 
received more than 63,000 new visitors 
per minute in 2018 – centuries of sexual 
taboo and an exploitative industry mean 
it’s a product few people will comfortably 
admit to using. And yet the government 
is asking the public to do just that. 

The plan to introduce age verifi cation 
for UK users of porn websites was 
announced in 2015, and its intentions are 
correct; the NSPCC has reported that a 
third of 11- to 12-year-olds have viewed 
pornography online, with implications 
for their mental wellbeing and their 
behaviour towards others. But the law as 
it stands only covers websites in which 
more than one-third of the content can 
be classed as porn, and it doesn’t cover 
social media. It categorically will not 
prevent children from seeing porn. And 
from what we know of the current plan, 
it may cause more harm than good.

Two years before David Cameron 
announced the policy, people began 
using a browser plugin called Hola to 

A simplistic approach 
to a complex issue 

could leave millions 
of people exposed, 
writes Will Dunn

Age verification 
could create a cyber 
security timebomb

stream TV shows from other countries. 
It allowed people in the UK to watch 
Netfl ix shows that are only licensed in 
the US, and people around the world to 
watch BBC iPlayer. A year later, the 
owners of Hola began selling access to 
its users’ machines, turning them into 
what security researchers have described 
as “a giant botnet”. After July 15, when 
the UK will require porn users to declare 
their identities, many will choose to use 
a service such as Hola to pretend they’re 
not accessing the site from the UK. Large 
numbers of people may be led to use 
software such as the Tor browser, which 
will lead them to fi nd porn in the much 
more dangerous reaches of the dark web. 

Nor will those who sign up to age 
verifi cation services be entirely safe. The 
government is not planning to verify 
people’s ages itself but through a number 
of private age verifi cation providers. The 
most controversial of these is AgeID, 
because it is owned by MindGeek – 
which is, as the owner of PornHub, 
RedTube, YouPorn and many other 
websites, the world’s largest distributor 
of porn. AgeID has insisted that it will 
not store the data its users submit to 
prove their identity, but we have heard 
this from so many technology 
companies, so many times before. In the 
data economy, the verifi ed identities, 
sexual preferences and masturbating 
habits of millions of people are far too 
valuable an asset to destroy. And once 
stored these data will be stolen, by 
people like Zain Qaiser. 

Restricting porn to adults is the right 
thing to do, but this is a complex social 
problem for which there is no cheap fi x. 
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years, and we play a vital role in connecting and 
protecting the UK’s Critical National Infrastructure. 
From the NHS to the armed forces, the government 

guard the country’s most important assets from 
cyber-attack.

We monitor, track and react to threats across our 
network every second of the day in 180 countries. 
This puts us in the frontlines of seeing new risks 

from our global intelligence and insights, allowing 
them to protect what matters most.

And to do that, we’re proud to employ more 
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sector employer in the UK. 
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